Schedule
Venue

Organiser

Agenda

9:00

9:01

9:02

9:03

9:08

9:13

9:18

Public Board of Directors

Thursday, 6 Sep 2018 9:00 — 12:00 BST
CRH - Large Training Room, Learning Centre

Amber Fox

. Welcome and Introductions

To Note - Presented by Philip Lewer

. Apologies for absence:

Helen Barker (Bev Walker representing)
Karen Heaton

Mandy Griffin

To Note

. Declaration of Interests

To Note

. Minutes of the previous meeting

held on 5 July 2018
To Approve

DRAFT - PUBLIC BOD MINS - 5.7.18 v2.docx

. Action log and matters arising

For Review

APP B - ACTION LOG - BOD - PUBLIC - as at 5 July 2018.docx

. Chairman’s Report

a. Annual General Meeting Minutes — 19.7.18
b.Council of Governors Election Results
To Note - Presented by Philip Lewer

AGM Minutes - 19.7.18 v2.docx

. Chief Executive’s Report

a.Response to the Secretary of State
To Note - Presented by Owen Williams



9:28 8.

9:38 9.

9:43 10.
9:53 11.
10:03 12.
10:13 13.

Patient/Staff Story:

Flu Campaign Patient Story (Video) - Katie Berry
To Note

High Level Risk Register
To Approve - Presented by Jackie Murphy
/-] High Level Risk Register .pdf

/~| High Level Risk Register - Appendix - FINAL High Level Risk
Register summary- August 2018 - board summary.pdf

Winter Plan 2018 Presentation
To Approve

Resilience & Security Management Final Report
To Approve
/~| Resilience & Security Management Report June17 - April18.pdf

/~| Resilience & Security Management Report June17 - April18 -
Appendix - CHFT SRM Final Report Draft 2018.pdf

Local Health Resilience Partnership (LHRP) Core Standards
To Approve

/~| NHS England Emergency Preparedness, Resilience And Response
(Eprr) National Standards Annual Submission.pdf

/~| NHS England Emergency Preparedness, Resilience And Response
(Eprr) National Standards Annual Submission - Appendix - Local Health
Resiliance Partnership (.pdf

Director of Infection, Prevention and Control Annual Report
To Approve - Presented by David Birkenhead
/=] Quarterly DIPC Report.pdf

/=] Quarterly DIPC Report - Appendix - Quarterly DIPC Report 31st July
2018.pdf



10:23

10:33

10:43

10:53

11:03

11:13

14.

15.

16.

17.

18.

19.

West Yorkshire and Harrogate Health and Care Partnership
Memorandum of Understanding
To Approve - Presented by Victoria Pickles

/~| West Yorkshire and Harrogate Health and Care Partnership
Memorandum of Understanding.pdf

/~| West Yorkshire and Harrogate Health and Care Partnership
Memorandum of Understanding - Appendix - Combined - WY and
Harrogate Health and Care Partnership .pdf

Governance Report

a. Constitutional Changes

b. Deputy Chair / SINED Appointment

c. Use of Trust Seal

d. Board Workplan

To Approve - Presented by Victoria Pickles
/~| Governance Report .pdf

/~| Governance Report - Appendix - Governance Report.pdf

Quality & Performance Report — July 2018

/<1 QUALITY & PERFORMANCE REPORT .pdf

/=] QUALITY & PERFORMANCE REPORT - Appendix - Integrated
Performance Report - July 18.pdf

Data Quality Assessment
To Note
/~| DATA QUALITY ASSESSMENT .pdf

/~| DATA QUALITY ASSESSMENT - Appendix - Data Quality
Assessment.pdf

Annual Fire Report
To Approve - Presented by Lesley Hill
J~| CHFT Annual Fire Report 2018.pdf

/~| CHFT Annual Fire Report 2018 - Appendix - CHFT Annual Fire
Report 2018Final.pdf

Month 4 Financial Summary
To Approve - Presented by Gary Boothby

/~| Finance Headline Message - Month 4 .pdf

/~| Finance Headline Message - Month 4 - Appendix - Board of
Directors Financial summary Month 4.pdf



11:28

11:38

11:48

11:58

20.

21.

22.

23.

Calderdale and Huddersfield Solutions Update
To Note - Presented by Gary Boothby

Revalidation and Appraisal of Non Training Grade Medical Staff
To Approve - Presented by David Birkenhead
/~| Revalidation and Appraisal of Non Training Grade Medical Staff .pdf

/-] Revalidation and Appraisal of Non Training Grade Medical Staff -
Appendix - Revalidation - Board of Directors - September 2018 Final.pdf

Workforce Race Equality Standard (WRES) Report
To Note - Presented by Suzanne Dunkley
/~| Workforce Race Equality Standard (WRES) Report.pdf

/~| Workforce Race Equality Standard (WRES) Report - Appendix - BoD
6 September 2018 - WRES Report.pdf

Quality of Appraisals
To Note - Presented by Suzanne Dunkley
/=] Quality of Appraisals.pdf

/=] Quality of Appraisals - Appendix - BoD 6 September 2018 - Quality of
Appraisals.pdf



12:08

24.

25.

Update from sub-committees and receipt of minutes & papers
*Audit & Risk Committee — minutes from meeting 11.7.18

*Quality Committee — minutes from meeting 2.7.18 & 30.7.18
*Finance and Performance Committee — minutes from the meeting
29.6.18, 31.7.18 and verbal update from meeting 31.8.18
*Charitable Funds Committee — minutes from meeting 28.8.18
*Council of Governors — minutes from meeting 4.7.18 & 19.7.18
*Workforce Committee - minutes from meeting 10.07.18

To Note

i@ | CHFT Draft ARC Minutes July 18 v2.docx

i | FINAL Quality Committee Minutes (2 July 2018) (Approved by QC on
30 July 2018).docx

i@ | App A - DRAFT Quality Committee Minutes (30 July 2018).docx
| APP A - Draft Minutes of the FP Committee held 290618.docx
i ] APP A - Draft Minutes of the FP Committee held 310718 v2.docx

/=] Charitable Funds - Minutes of previous meeting - DRAFT - Appendix
- Minutes 28 August 2018.pdf

i@ | A. DRAFT MINS - CHFT Council of Governors Meeting - 4.7.18
v2.docx

@] A. DRAFT MINS - CHFT Council of Governors Meeting - 19.7.18
v2.docx

-1 10 July 2018 draft WC minutes.pdf

Date and time of next meeting
Thursday 1 November 2018, 9:00 am (Public)
Venue: Large Training Room, Calderdale Royal Hospital



1. Welcome and Introductions
To Note
Presented by Philip Lewer



2. Apologies for absence:
Helen Barker (Bev Walker representing)
Karen Heaton

Mandy Griffin
To Note



3. Declaration of Interests
To Note



4. Minutes of the previous meeting

held on 5 July 2018
To Approve



APPENDIX A

NHS

Calderdale and Huddersfield

NHS Foundation Trust

Minutes of the Public Board Meeting held on Thursday 5 July 2018 at 9am in the Large
Training Room, Calderdale Royal Hospital

PRESENT

Philip Lewer
Owen Williams

Dr David Anderson
Helen Barker
Gary Boothby
Alastair Graham
Karen Heaton
Lesley Hill

Richard Hopkin
Jackie Murphy
Andy Nelson

Phil Oldfield

Dr Linda Patterson

IN ATTENDANCE
Amber Fox
Mandy Griffin
Victoria Pickles
Cornelle Parker
Lindsay Rudge
Gavin Boyd

Anu Rajgopal
Elaine Brotherton

Anne-Marie Henshaw

OBSERVERS
Brian Moore

Dr Peter Bamber
Azizen Khan

Chairman

Chief Executive

Non-Executive Director

Chief Operating Officer

Executive Director of Finance and Procurement
Non-Executive Director

Non-Executive Director

Executive Director of Planning, Estates and Facilities
Non-Executive Director

Chief Nurse

Non-Executive Director

Non-Executive Director

Non-Executive Director

Corporate Governance Manager

Managing Director Digital Health

Company Secretary

Deputy Medical Director

Deputy Chief Nurse (for item 112/18)

Consultant Microbiologist (for item 112/18)

Consultant Microbiologist and Guardian of Safe Working (for item XX)
Patient Safety Quality Lead, Families and Specialist Services Division
Assistant Director of Nursing, Families and Specialist Services Division

Lead Governor
Staff Elected Governor
Assistant Director of Human Resources

102/18 WELCOME AND INTRODUCTIONS
The Chair welcomed everyone to the meeting.

103/18 APOLOGIES FOR ABSENCE
Apologies were received from:
Anna Basford, Director of Transformation and Partnerships
Suzanne Dunkley, Executive Director of Workforce and Organisational Development
Dr David Birkenhead, Medical Director

104/18 DECLARATIONS OF INTEREST
There were no declarations of interest to note.

105/18 MINUTES OF THE MEETING HELD 7 JUNE 2018
The minutes of the previous meeting were approved as a correct record subject to the
following amendment on page 7;

‘The visit by Deloitte was on 20 February 2018 to assess the Trust’s self-assessment on

digital maturity.’



OUTCOME: The minutes of the meeting were APPROVED as a correct record.

106/18 MATTERS ARISING FROM THE MINUTES / ACTION LOG
97/18 — The action around the Health and Safety annual report is deferred and will be part of
the Board workshop on 17 July.

The minutes from the meeting held 23 May will be approved at the meeting in September.

13/18 Guardian of Safe Working — Additional administrative support has been identified with
a team now assisting the Guardian of Safe Working.

107/18 CHAIR’S REPORT
a. Council of Governors Meeting —4.7.18
The Chair provided feedback from the Public Council of Governors’ meeting held 4 July
18. The meeting was lengthy and a decision has been made to hold a further brief
meeting before the Annual General Meeting on 19 July 2018 to discuss staff membership
relating to the Wholly Owned Subsidiary.

b. Council of Governors Election Results
The Company Secretary advised the results from the election have been received and all
seats up for election have been filled. The results will be shared at the Annual General
Meeting taking place on 19 July 2018.

OUTCOME: The Board NOTED the Chair’s report.

108/18 CHIEF EXECUTIVE’S REPORT
a. NHS Confederation - Health and Social Care to the 2030
The Chief Executive declared he is a Trustee and Vice Chair of the NHS Confederation and
has circulated the Executive Summary from the Confederation. This executive summary
was produced to help stimulate the 10 year forward view.

It was noted that the report is focused in particular on improvements in productivity in the
NHS, showing an annual growth around 4%. At the moment annual growth is 3.6% in year
1 and 3.4% in year 2. The report also suggests a funding challenge for the NHS going
forward with no declaration around Social Care funding.

The Chief Executive made reference to the comparison of 2015 to 1997 data around
inpatient admissions which relates to the response from Independent Reconfiguration
Panel.

The Chief Executive highlighted capital spending is moving towards more of a Digital
agenda in the next few years and where the capital opportunities are in the future as the
Trust describe themselves digitally.

It was noted the Government will receive pressure from Higher Education over the next 5-
10 years.

OUTCOME: The Board NOTED the Health and Social Care to the 2030s Executive
Summary.

b. CQC Report
The Chief Executive highlighted the CQC rating of the Trust as ‘Good’ overall following
the inspection earlier this year. The Chief Executive thanked staff, colleagues, partners,
the public, the role of the Governors and the Board for the outstanding continued effort.

The CQC prepared for 10-50% of those Trusts that were already designated as ‘Good’ or
2
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‘Outstanding’ to go backwards under the new regime.

The Chief Executive highlighted the importance of celebrating this great moment of the
CQC ‘Good’ rating and the real achievement it reflects.

The Chief Nurse described the next steps regarding the action planning process on the
back of the CQC report where there are a number of ‘must do’ and ‘should do’ actions. A
number of CQC briefing events have taken place and those who have attended are very
proud of their contribution.

There will be a lessons learned paper on the back of feedback from everyone who
contributed in the visit from being prepared for the visit or providing data.

OUTCOME: The Board RECEIVED the Chief Executive’s report.

PATIENT/STAFF STORY
The Chair welcomed Elaine Brotherton and Anne-Marie Henshaw to the meeting. Elaine
provided a presentation on a comparison of complex investigations pre and post the
implementation of the maternity EPR. She described how the system enables records to be
clearly tracked and that some of the benefits are:
¢ Reduction in number of records to review when investigating an incident/complaint
e Legible and easy to assign to a clinician
e Multiple access for users — more than one professional reviewing records at any one
time e.g. statement writing
e Investigations can be carried out within recommended timescales
e Ease of review with families — look professional, records are legible
e Mitigated risk relating to potential falsification of records e.g. accusations of falsifying
records after the event — different pens used

Linda Patterson asked if patients are able to access their maternity records. Anne-Marie
Henshaw explained that the maternity services had won a national NHS Digital bid to fund
the module for patients to access their notes. This module will go live mid-September and
patients will be able to access their notes via smartphone or tablet.

Alastair Graham asked if there were any plans to link the maternity record into Cerner EPR.
Anne-Marie Henshaw explained lots of work has taken place over the previous 12 months
looking at the functionality in Cerner in comparison to the current K2 Athena system. A
decision had been made to continue with the current system for a further two years. This will
be reviewed again at the end of the contract however there are currently no risks of running
the two systems. Anne-Marie Henshaw highlighted the ambition between West Yorkshire and
Harrogate to have one Maternity EPR.

Andy Nelson asked if there is any difference to patient outcomes. Anne-Marie explained that
the previous paper based audits were time consuming. Records can now be collated within a
day patterns in data more easily identified. Maternity can now audit in much more detail on a
weekly and monthly basis. The Managing Director for Digital Health mentioned the benefits
realised from K2 Athena were realised in the Digital Maturity Assessment. Anne-Marie added
the service receives an additional income benefit as a result of improved care and this has
been evidenced. Outcome measures can be provided for individual practices.

The Chief Executive highlighted the opportunities of improving sharing with Practices with K2
working with SystemOne. The Chief Executive asked the Board to recognise the significant
benefits of the K2 Athena and improvement for staff knowing there is real audit trail and story
of care provided.

Anne-Marie Henshaw invited Board members to contact Anne-Marie.Henshaw@cht.nhs.uk if
they are interested in viewing the K2 Athena system.
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OUTCOME: The Board RECEIVED the presentation.

HIGH LEVEL RISK REGISTER
The Chief Nurse reported the risks scoring 15 or above within the organisation. The following
risks are scoring 15 or more on the risk register:

7278 (25) Longer term financial sustainability risk (NEW) — This risk is now more forward
looking than the previous risk on the risk register.

6903 (20): Estates/Resus risk, HRI

7271 (20) HRI ICU collective infrastructure risk (NEW) — This risk has separated the resus
and ICU risk. The Chief Operating Officer clarified the resus risk is also a collective
infrastructure risk and there are several 12 scores within the risk that equal to 20 and work is
underway on this.

2827 (20): Over-reliance on locum middle grade doctors in A&E

5806 (20): Urgent estates schemes not undertaken

6345 (20): Nurse staffing risk

7078 (20): Medical staffing risk

The CQC risk of not receiving a rating of ‘Good’ has now been closed.

Andy Nelson asked that the decision to reduce the EPR financial risk be reviewed and
expressed concern on the wording for the longer term financial sustainability risk (7278) as it
refers to the control total. It was agreed to discuss this in more detail at the Finance and
Performance Committee.

ACTION: Executive Director of Finance / Finance and Performance Committee

OUTCOME: The Board APPROVED the High Level Risk Register.

LEARNING FROM DEATHS — QUARTERLY REPORT

The Deputy Medical Director presented the quarterly learning from deaths report and
highlighted that the Trust’s first Learning from Deaths Summit will take place on Thursday 12
July 2018.

A video on End of Life Care was presented to the Board and is available below.

P:\BOARD OF DIRECTORS 2018\7. 5 JULY 2018\PUBLIC PAPERS\End of Life Care -
Video.mp4

It was noted the Trust is now a positive outlier for HSMR for the period of March 2017 —
February 2018. Linda Patterson highlighted HSMR is discussed at the Quality Committee and
that there continues to be a focus on this work linked to the national programme.

The Chief Executive commented on the Trust’s positive position in relation to HSMR and agreed
to write to thank colleagues who had been involved in the work over the years to support the
Trust’s achievement.

ACTION: Chief Executive

The Deputy Medical Director noted the issue around initial screening reviews which is at 25-30%
with the aim to increase this to 75-80%. An updated figure will be provided at the next Board.
ACTION: Medical Director

The Chief Operating Officer explained a number of videos are being put together by the cancer
team with use of charitable funding to support staff in having difficult conversations with patients
and their families.

OUTCOME: The Board RECEIVED the report.
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DIRECTOR OF INFECTION, PREVENTION AND CONTROL ANNUAL REPORT

The Deputy Chief Nurse presented the annual report. She explained that it has been a
challenging year with increased infection rates of MRSA, C.Difficile and E.coli. There had also
been an increase in the number of patients diagnosed with influenza compared to in 2016/17. As
a result, the frequency of the Infection, Prevention and Control Group meetings have increased.

The Deputy Chief Nurse described the team’s ‘Go See’ visit to Wolverhampton to look at the
outstanding practice areas in their services and identify learning for the Trust. There had also
been positive patient led inspections and the cleaning team had been accredited with Honours.
The Lead Governor commented that he had been involved in the patient-led assessments of the
care environment (PLACE) inspections, and had identified high levels of cleanliness and
hygiene across the organisation.

Gavin Boyd, Consultant Microbiologist reported that the team are looking at MRSA cases in
detail to identify learning as well as looking at the work undertaken by Harrogate and Dirstrict
Foundation Trust to reduce their incidence of C.Difficile.

OUTCOME: The Board RECEIVED the Report.

CARE OF THE ACUTELY ILL PATIENT
The Deputy Medical Director highlighted the six | themes referenced in the report.

A Task and Finish group has been set up to implement NEWS2, a national early warning
scores system by March 2019. This system focuses on patients who score 5, which is a level of
risk and adverse prognosis. NEWS2 will also pick up consciousness level, not identified in the
previous system which will provide significant benefits for the patient.

The Deputy Medical Director highlighted that an audit on End of Life care is available in more
detail in the Quarterly Quality report (item 2.3 in report). This is a pilot with relatives of stroke
patients who have died, to request feedback on the support they received at the end of their
relative’s life.

The Director of Digital Health asked if the Trust is considering adopting Nervecentre in the
Emergency Department. The Deputy Medical Director responded that adoption of the system is
problematic due to the number of attendances that do not result in an admission. This would be
discussed further at the Medical Division Performance Review meeting. The Chief Nurse
explained a Task and Finish Group is being set up to understand what is technologically
enabled and where Nervecentre or EPR is used is being risk assessed. It was noted that the
use of the Nervecentre and handheld technology has made a difference to the Trust's HSMR
position.

OUTCOME: The Board RECEIVED the Report.

QUARTERLY QUALITY REPORT
The Deputy Chief Nurse presented the Quarterly Quality report which is aligned with the Care
of the Acutely Ill report.

The main highlights were from 3 priorities:

1. NEWS?2 (the Trust’s observation and escalation system) — needs to be implemented by
end of March 2019.

2. Patient Flow — there is an immense amount of improvement work in terms of patient
flow, looking at the Safer Programme to review length of stay, and ensuring patients are
discharged to an appropriate safe place. The multi-agency discharge event (MADE) had
been held bringing together partners from across the health and social care system to
review patients currently in hospital to enable discharge and supportive measures.

3. End of Life — work is underway particularly looking at improving the survey of bereaved
families.

5
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There is an ongoing issue with complaints being answered in timely fashion and a deep dive is
due to be presented to the Quality Committee to consider how response times can be
improved.

The Deputy Chief Nurse also highlighted that the action plan from the most recent CQC Well
Led Inspection has been developed and will be monitored through the Quality Committee
based on the BRAG (Blue, red, amber, green) rating used in the previous CQC action plan.

Alastair Graham highlighted the very positive story reflected in the quarterly report.
OUTCOME: The Board RECEIVED the Quarterly Quality Report.

GOVERNANCE REPORT

a. Board to Ward Visits Feedback
The Company Secretary explained that the feedback from the last cohort of Board to Ward
visits has been circulated. She highlighted that Board to Ward visits are an opportunity for
Board members to talk to staff and patients on wards and in departments and to thank staff,
celebrating the ‘Good’. The visits for the next quarter are currently being arranged.

b. Board meeting dates proposal
The proposal for future Board meeting dates was shared with the Board. It was noted that a
meeting in public will be held every other month with a strategy meeting to be held in the
alternate month.

A summary report on Non-Executive responsibilities and roles will be brought to a future
meeting for discussion.

c. Approval of Terms of Reference:
The following updated terms of reference were approved by the Board:
- Quality Committee
- Workforce Committee
- Finance and Performance Committee

OUTCOME: The Board RECEIVED the Board to Ward feedback and APPROVED the Board
meetings for 2019 / 2020 and the updated Terms of Reference.

INTEGRATED PERFORMANCE REPORT

The Chief Operating Officer highlighted the key points of operational performance. It was noted
the Trust is in a positive position in terms of performance and all domains are amber or green
and are improving. The main highlights from the report were:

- The SAFE domain is now green following improvements in Harm Free Care including
pressure ulcers

- Agency spend has reduced

- Cancelled operations are reducing and it has been the lowest month ever despite reducing
the bed base

- Sickness levels continue to fall

- There has been recruitment into the Medical Division

- Complaints closed within timeframe continues to be a challenge and two divisions have
been asked to present their position and action plan to the Quality Committee in July

- Paediatrics have received a CHKS accreditation (National Healthcare Intelligence and
Quality Improvement Service)

- Emergency care standard — closed June down at 94.7%, both sites have improved,
Huddersfield was above 90% in June and Calderdale delivered over 95% every day of the
month in June

OUTCOME: The Board RECEIVED and APPROVED the Integrated Performance Report.
6
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MONTH 2 FINANCIAL SUMMARY
The Executive Director of Finance highlighted the key following points from the report:

e The year to date deficit is £9.24m, in line with the plan submitted to NHS Improvement

e Total clinical income is just above plan by £0.02m.

¢ In month activity increased slightly so that the Aligned Incentive Contract is how only
protecting the income position by £0.01m

e There remains an underlying adverse variance from plan which has had to be mitigated by
the release of £0.5m (a quarter) of the Trust’'s £2m full year reserves of which £1m is
earmarked for winter

e Cost improvement plans achieved in the year to date is £1.54m against a plan of £1.67m, a
£0.13m shortfall

o Agency expenditure was beneath the agency trajectory set by NHS Improvement

e At this early stage the forecast is to achieve the £43.1m deficit, £19.9m adverse variance
from control total as planned

The Executive Director of Finance reported on the System Recovery Scheme, a detailed piece
of work with commissioners where an opportunity was identified of around £16M. The System
Recovery Group continues to meet monthly however a number of schemes are behind plan. As
a result there will be a star chamber process. By the end of July further work on the
opportunities and gaps will be completed.

OUTCOME: The Board RECEIVED and APPROVED the Month 2 Financial Summary

CARDIOLOGY RESPIRATORY AND ELDERLY MEDICINE RECONFIGURATION
UPDATE

The Chief Operating Officer presented an update on the outcomes from the reconfiguration of
cardiology, respiratory and elderly medical services six months on. The key highlights from the
report were:

It is clear there is improved communication, better access and continuity of care

More access to senior decision making

Staff have reported improved access to training provision

Better than anticipated benefits of reducing cross-site transfer of patients. The agreed

pathways with Yorkshire Ambulance Service has resulted in more patients going to the

correct hospital site

e The Frailty Service is further enhanced; however, there is an increased number of
readmissions to the frailty team which is above what would be expected and is being
further investigated

e Patients who attend Calderdale Emergency Department receive a diagnosis much
quicker and move to the correct ward

e There have been no DATIX incidents or complaints attributed to the reconfiguration

o Elderly medicine and respiratory are moving to a standalone medical rota, similar to
Cardiology, rather than a general medical rota

e Focus work is taking place in Cardiology to move from a ‘good’ to ‘great’ service

Richard Hopkin asked about the financial impacts of the reconfiguration. The Chief Operating
Officer responded that there had been some financial savings which had been accounted for
within the safer programme. She added that as the service is embedded there is further to be
achieved in terms of length of stay and beds.

OUTCOME: The Board RECEIVED the report and REQUESTED a further update in three
months.

ACTION: Chief Operating Officer
GUARDIAN OF SAFE WORKING HOURS REPORT
Anu Rajgopal, Consultant Microbiologist gave a presentation setting out the work of the
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Guardian of Safe Working over the previous quarter.

There were 19 exception reports in this quarter compared to 26 exception reports in the
previous quarter. The main issue is rota gaps and winter months. The escalation process has
moved to new system Allocate and there is a plan to train supervisors and target Divisional
meetings.

The appointment of physician associates feels to have had a positive impact. The figures will
be reviewed to test whether this is a sustained increase.

David Anderson, the Freedom to Speak Up Guardian raised the importance of raising and
listening to concerns.

UPDATE FROM SUB-COMMITTEES AND RECEIPT OF MINUTES
The Board received an update from each of the sub-committees who had met prior to the
Board meeting.

a. Quality Committee

Linda Patterson, Chair of the Quality Committee provided an update on the sepsis deep dive
reviewed at the Quality Committee following a detailed paper submitted in April. The Sepsis
Collaboration Group is meeting every month. There is detailed data on sepsis screening
available from EPR and it is evident HSMR is reducing. Linda referenced the CHFT position on
the sepsis chart ranking 37" out of 131 Trusts.

Linda Patterson gave a verbal report following the meeting on 2 July 2018.
¢ The Committee received a presentation from the Associate Medical Director provided a
presentation on how we achieve and are compliant with NICE Guidelines
¢ Report from National Clinical Audit Benchmarking to review the Trust position compared
to the rest of the national audit
¢ The Quality Committee have requested that Finance and Performance Committee
review and monitor the Use of Resources section and actions of the CQC report

OUTCOME: The Board RECEIVED the minutes the meeting held on 4 June 2018 and NOTED
the update from the meeting held on 2 July 2018.

b. Finance and Performance Committee
Richard Hopkin provided an update from the Finance and Performance Committee.

¢ Released £0.5M contingency as planned

o Non-Executive Directors have agreed to look at attendance at the Performance
Review meetings and agency review meetings

e There is potential for less focus on depth of coding as EPR gives opportunity to
increase depth of coding. The Deputy Medical Director added that there are three
trainee coders due to start in post which will help improve this

o Depth of Coding KPIs have improved and thanks have been passed onto the coding
team for their hard work over the last 12 months

OUTCOME: The Board RECEIVED the minutes from the meeting held on 5 June 2018 and
NOTED the update from 29 June 2018 meeting.

DATE AND TIME OF NEXT MEETING
The Chair closed the public meeting at 11:27 am.



5. Action log and matters arising
For Review



ACTION LOG FOR BOARD OF DIRECTORS (PUBLIC)

Position as at: 5 July 2018/ APPENDIX B

Overdue | Due | Closed | Going
this Forward
month
Date AGENDA ITEM LEAD | CURRENT STATUS / ACTION DUE RAG [ DATE
g:sggsted DATE RIS 2%128258
Meeting
RECONFIGURATION UPDATE
5.7.18 Further review of the impact of the recent interim medical HB November
117/18 services reconfiguration to be brought back to Board in 3 2018
months
LEARNING FROM DEATHS — QUARTERLY REPORT Sentermb
Update to be provided on initial screening reviews (ISR) and | DB zgf;m er
5718 increasing this from 25-30% to 75-80%
1ii/18 LEARNING FROM DEATHS — QUARTERLY REPORT
To write a letter/email thanking colleagues who had been .
involved in the HSMR work over the years to support the oW Action completed. July 2018 6.7.18
Trust’s achievement
HIGH LEVEL RISK REGISTER GB/
5.7.18 Decision to reduce the EPR financial risk be reviewed and F&P September
110/18 the wording for the longer term financial sustainability risk Commit 2018
(#7278) as it refers to the control total tee
HEALTH AND SAFETY ANNUAL REPORT :
7.6.18 . .- LH/ To be discussed at the Board workshop
97/18 ﬁ:\:grlty on arrangements post wholly owned subsidiary go- oW on 17 July. July 2018 5.7.18
7.6.18 INTEGRATED PERFORMANCE REPORT
98/18 Performance forward view to be included in report HB July 2018 5.7.18
7 6.18 MINUTES FROM SUBCOMMITTEES
1.02./18 Workforce Committee terms of reference to be presented to | VP Included on this agenda July 2018 5.7.18
Board




ACTION LOG FOR BOARD OF DIRECTORS (PUBLIC)

Position as at: 5 July 2018/ APPENDIX B

Overdue | Due | Closed | Going
this Forward
month
Date AGENDA ITEM LEAD | CURRENT STATUS / ACTION DUE RAG [ DATE
g:sggsted DATE RIS QCCTL'ggEB
Meeting
1.2.18
Agreed that EPR/Serious Incident
M Investigation would be presented at a July 2018 5.7.18
PATIENT STORY future meeting.
7.12.17 : . _
183/17 It was agreed to discuss how EPR can support the serious The COO advised that at the end of the
incident |nveSt|gat|0n and information Capture. quarter she would bring a paper to Board
HB updating on winter planning ggf;ember
arrangements and conversations with
partners.
CHIEF EXECUTIVE’S REPORT gzg'lgt"f Ly 2018
7.12.17 The Quality Committee will undertake a review of the impact y uly
; . . . X . Commit May 5.7.18
187/17 of the recent interim medical services reconfiguration and tee | 2018
report back to the Board HB
Chair of
QUARTERLY QUALITY REPORT Quality ) . .
71217 The Quality Committee will undertake a deep dive on sepsis | Commit 5-7.18 - Verbal updatg provided by Linda July 2018 5.7.18
188/17 . Patterson at the meeting
and will report back to the Board tee /
DB
UPDATE FROM SUBCOMMITTEES AND RECEIPT OF
MINUTES
7.12.17 The Chief Executive advised that a piece of work was SD September
197/17 underway looking at staff experience of appraisals would be 2018
brought to a future BOD meeting
Contacted the National Guardian Office to enquire
1218 FREEDOM TO SPEAK'UP/WH'STLEB LOW'NG ANNUAL if they have any information on alternative routes J-H-l-y
26/18 REPORT DA for Raising Concerns. Received information via September
Karen Heaton asked if other Trusts had used alternative attendance at the Regional Meeting of Guardians | 2018
where we have had presentations from different




ACTION LOG FOR BOARD OF DIRECTORS (PUBLIC)

Position as at: 5 July 2018/ APPENDIX B

Overdue | Due | Closed | Going
this Forward
month
Date AGENDA ITEM LEAD CURRENT STATUS / ACTION DUE EQ%NG RgFONED
g;sggsted DATE 2 Lo
Meeting
routes and Dr Anderson agreed to investigate this further. approaches in different Trusts.
Set up a Raising Concerns, Insight and Analysis
group in so much as they recognise that using the
FSUG is only one way to raise concerns and Staff
members may choose to approach a chaplain,
discuss a worry within Occupational Health Team,
reflect a concern in staff survey, or indeed raise a
concern during a staff grievance investigation.
There may be concerns not escalated by Staff but
come to light through a patient complaint or
included by a patient on a Friend and Family test.
The purpose of the above Insight and Analysis
group is to triangulate the above different sources
of concerns. Barry Mortimer and David Anderson
have done a Go see to this Trust.
This confirms the approach that the Trust have
taken in so much that creating a culture where
staff feel safe to raise concerns is paramount and
via the route they prefer, while continuing to
improve and make the Freedom to Speak Up
processes more visible and accessible.
BOARD SKILLS AND COMPETENCIES
Arrangements were being made to prepare a Board Workshop held with the Board of
1.3.18 Development Programme and utilise some of the OWY/PL/ | Directors on Thursday 28 June 2018 — September
44/19 intelligence from this exercise, along with strategic issues in | SD/VP | development plan to be brought to Board | 2018
its development and would be brought back to the Board in in September
the near future.
HIGH LEVEL RISK REGISTER
5.4.18 It was agreed Audit and Risk Committee would monitor the September
. ; L MG /
57/18 risk to business continuity should a power outage or cyber- RH 2018
attack occur.
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this Forward
month
Date AGENDA ITEM LEAD CURRENT STATUS / ACTION DUE EQ%NG Rg:EONED
g;sggsted DATE & CLOSED
Meeting
5418 DATA QUALITY ASSURANCE Septemb
o Receive the outcome of the NHSI Data Quality Assessment | HB eptember
62/18 . . 2018
and associated recommendations




6. Chairman’s Report
a. Annual General Meeting Minutes —
19.7.18

b.Council of Governors Election Results
To Note

Presented by Philip Lewer
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Minutes of the Calderdale & Huddersfield NHS Trust
Board of Directors and Council of Governors Annual General Meeting held
Thursday 19 July 2018 at 6.00 pm
Large Training Room, Learning Centre, Calderdale Royal Hospital

PRESENT

Speakers

Philip Lewer, Chair

Owen Williams, Chief Executive

Gary Boothby, Executive Director of Finance

Lindsay Rudge, Deputy Chief Nurse

Brian Moore, Publicly Elected Governor -- Lead Governor
Clare Partridge, Partner, KPMG External Auditors

Board of Directors

David Birkenhead, Executive Medical Director

Dr David Anderson, Non-Executive Director

Helen Barker, Chief Operating Officer

Anna Basford, Director of Transformation & Partnerships

Rob Birkett, Assistant Director, Information

Karen Heaton, Non-Executive Director

Lesley Hill, Executive Director of Planning, Estates & Facilities
Linda Patterson, Non-Executive Director

Victoria Pickles, Company Secretary

Suzanne Dunkley, Executive Director of Workforce and Organisational Development
Andy Nelson — Non-Executive Director

Governors
Annette Bell
Dianne Hughes
Lynn Moore
Kate Wileman
Nasim Banu Esmail
Stephen Baines
Alison Schofield
Linzi Smith
Salma Yasmeen
Felicity Astin

1. CHAIR’S OPENING STATEMENT AND INTRODUCTIONS

The Chair opened the meeting by welcoming everyone to Calderdale Royal Hospital
during the month where the Trust celebrated the NHS 70t Birthday. He explained
that the meeting is an opportunity to reflect on the previous12 months within the
Trust and share the Trust’s plans and challenges for the coming year. The Chair
reported that he joined the Trust in April 2018 as the previous Chair, Andrew Haigh,
had stepped down having completed his maximum term. The Chair extended thanks
to Andrew on behalf of the Trust for his guidance, support and leadership over the
seven years he was in post.
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The Chair described the challenging year for the Trust with one of the busiest winters
on record, implementation of the new Electronic Patient Record and first of new type
of inspection from the Care Quality Commission (CQC), all against a backdrop of a
significant financial deficit.

The Char introduced the speakers and noted that members of the Board of Directors
and Council of Governors were also present in the audience.

The Chair explained a number of Council of Governors will have completed their
tenures, including Kate Wileman and Di Wharmby and he thanked them for their
valuable contribution.

The Chair noted special thanks to the Chief Executive, Non-Executive Directors and
Council of Governors, in particularly Brian Moore for their patience and
understanding during the first few months of him being in post.

Thank you was noted to the League of Friends and the wonderful support from the
volunteers throughout the year.

2. APOLOGIES
Apologies were received from:

Board of Directors

Jackie Murphy, Chief Nurse

Mandy Griffin, Managing Director - Digital Health
Phil Oldfield — Non-Executive Director

Alastair Graham — Non-Executive Director
Richard Hopkin — Non-Executive Director

Governors
Rosemary Hedges
Di Wharmby
Veronica Maher
John Richardson
Brian Richardson
Dr Peter Bamber
Sian Grbin

Chris Reeve
Rory Deighton
Jude Goddard

3. ANNUAL ACCOUNTS - APRIL 2017 TO MARCH 2018
Gary Boothby, Executive Director of Finance presented the Annual Accounts, full
details of which were available in the Annual Report.

Financial Context
The Executive Director of Finance gave some key facts and figures on the Trust from
2017/18:

e 114,000 inpatients (elective, non-elective and day cases)

e 415,000 outpatients

e 148,000 A&E attendances
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e Turnover £361m
e 5,300 full time equivalent staff

e Property and equipment over two hospital sites with a combined value of
£220m

e Challenging operational and financial landscape

2017/18 Financial Performance
Compared to 2016/17:
e 9% more non elective inpatients were treated
e 2% less activity was seen in A&E
e 12% decrease across planned day case and elective activity combined
e Most challenging winter to date

Headline performance:
e Composite performance for 18/19 — A&E 4 hour waits, 18 week performance
and cancer performance — highest nationally

Planned 2017/2018 Position
e Challenging operational plan of £26m overspend
e Required £20m of efficiency savings (5.5%)
e £10.1m Sustainability and Transformation Funding available contingent upon
planned deficit and performance measures
e £8m risk highlighted to regulator at planning stage
e Revised £34m deficit target agreed with regulator in year to reflect risk
e Plan to spend additional £14.4m on capital

Specific Facts — Income
e Total Income £360m
e (E375m 2016/17)
- 73% of our income continues to come from our 2 main health partners
Calderdale CCG and Greater Huddersfield CCG
- 11% of our income continues to come from Nationally Commissioned
bodies

Specific Facts — Expenditure

e Total expenditure £391m*

e (£388m 2016/17)
- Operating Expenditure £377m
- £245m of our costs relate to pay
- Agency staffing costs reduced £23.4m 16/17, £16.9m 17/18
- Non-pay expenditure £132m

o Asset financing and interest charges £14m
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2017/2018 Financial Performance

Plan Actual
I&E deficit (£26.00m) (£34.00m) @
Revised I&E deficit™ (£34.00m) (£34.00m)
Agency Expenditure £16.86m £16.86m
Capital * £14.39m £15.62m [ )
Cash £1.91m £2.00m
Loan balance £87.62m £103.86m o
CIP £20.00m £17.91m ®
Use of Resources 3 3 v
Unqualified External Audit Opinion v v v

* Deficit and capital spend in line with position agreed with NHSI in-year \/

Use of Resources
e Use of Resources assessment undertaken in March 2018, based on 2017/18
use of resources
e Undertaken by NHS Improvement
e Contributes to overall CQC rating
Overall assessment: Requires Improvement but positive narrative

The Future
e Unprecedented financial challenges - locally and nationally
¢ No short term solutions to CHFT’s financial deficit
e Continued partnerships with other organisations across West Yorkshire
e Modernisation — digital next steps

4. QUALITY REPORT

Lindsay Rudge, Deputy Chief Nurse presented the Quality Report. The presentation

highlighted the quality priorities for 2017/18 and their progress:

e CQC inspection March — April 2018 - The Trust’s overall rating improved from
requires improvement in March 2016, to Good

e Consistently achieving cancer waiting time standards for 2 week from referral to
being seen and 31 days from diagnosis to treatment

e Development of psychology services for cancer patients

¢ Piloting new posts to improve patient experience, e.g. Nurse Consultant, cancer
care co-ordinator

e Significant improvement in the Trust’s mortality measures — Hospital
Standardised Mortality Ratio (HSMR) we are a positive outlier and Summary
Hospital-level Mortality Indicator (SHMI) within the ‘expected range’

¢ Improvement in mortality supported by focussed work on the Care of the Acutely
[l Patient and Mortality Surveillance Group

e PRASE study continues to provide in patient anonymised feedback on safety
domains, e.g. communication, care, ward environment - excellent results
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e The Children’s Diabetes team are using a new app to help share key messages
with local families of children who have diabetes

Our Strategic Aims are:

Improve outcomes for acutely ill patients
Implement our end of life care strategy
Provide safe care

Improve community services
Demonstrate engagement and co-design

5. EXTERNAL AUDIT OPINION ON ANNUAL REPORT/QUALITY ACCOUNTS
Clare Partridge from KPMG gave a presentation outlining the work undertaken by
the external auditors on the Annual Report and Accounts and the Quality
Accounts.

Financial Statements and Annual Report

e Unqualified audit opinion issued

e Non-material amendments were made following the audit, including adjusting
intangible assets to reflect the reduced impairment on the Electronic Patient
Record

e Non-material unadjusted audit differences were identified in the audit

e The audit included a detailed consideration of the accounting impact on the
Trust in 2017/18 of the C&H Solutions Ltd company — identified no audit
adjustments

e Trust financial position — in-year deficit, cumulative deficit and outstanding
borrowing commitments leads to a material uncertainty relating to the Trust’s
going concern

Use of Resources
e Qualified ‘adverse’ conclusion on the use of resources
e Reflects the financial position of the Trust through the year and at the year
end
e Operating deficit for the new year of £35M
e Planned deficit for 2018/19 of £43M with required savings of £18M
e Borrowing from Department of Health and Social Care of £103M

Review of Annual Report and Annual Governance Statement
e Annual Report and Annual Governance Statement consistent with financial
statements and complies with the FT Annual Reporting Manual (ARM)
¢ Some minor amendments and improvements suggested to the Annual Report

Quality Report
¢ Consent of the Quality Report complies with the FT Annual Reporting Manual
requirements except for one area
e Some minor amendments and improvements suggested to the Quality Report
e Qualified ‘except for’ opinion on the basis of the results of our indicator testing

6. FORWARD PLAN
Owen Williams, Chief Executive welcomed everyone and thanked staff, volunteers
and Governors for their work and commitment in caring for patients. He referenced
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the ‘Compassionate Care’ logo which is a reminder that patients should receive the
very best compassionate care. The Chief Executive shared a personal story of a
family member who received compassionate care in their end of life by the Trust.
The five year strategy on a page was presented, and the Chief Executive explained
the purpose of this strategy is to stand in the future and identify what looks ‘good’ in
order to ensure patients are receiving the best care.

The Chief Executive described the changes to the health landscape across West
Yorkshire and Harrogate and that the Trust is part of the wider footprint of care.
There is an expectation that all organisations will manage finances to work
collaboratively. He spoke about the reconfiguration and advised there will be
changes in how services are configured in West Yorkshire over the next five years
and stressed that the Trust would always put the patient first.

7. ELECTION RESULTS AND APPOINTMENTS
The Chair reported that the second half of the meeting would concentrate on the
Council of Governors Annual General Meeting.

a. Council Members

The Chair shared the results of the elections run by the Electoral Reform Services on
behalf of the Trust over the period 20 April to 6 July 2018. This had resulted in six
public seats being filled.

CONSTITUENCY ELECTED MEMBER ‘
8 Brian Moore

2 Sheila Taylor

2 Christine Mills

6 Annette Bell

1 Donald Rogers-Walker

1 Jude Goddard

The Chair extended a welcome to the newly elected and re-elected governors. He
thanked Brian Moore for his hard work as Lead Governor and announced that Alison
Schofield would take over the role for 2018/19.

8. OVERVIEW OF THE COUNCIL OF GOVERNOR CONTRIBUTION DURING
2017/18

Brian Moore, Lead Governor provided an overview of the work of the Council of
Governors 2017/18 and started by saying ‘Happy 70th Birthday to the NHS’.

He explained that it has been a busy year for the Council of Governors. Brian

extended thanks on behalf of the Governors to the previous Chair Andrew High, and
welcomed Philip Lewer to the role.
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Brian explained that the Governors had appointed two new non-executive directors
during the year - Andy Nelson and Alastair Graham

Brian commented that Winter 2017 saw great pressures, particular in A&E, and that
the response by staff was magnificent and was recognised by the Council of
Governors.

Brian also set out other areas of focus by the Governors throughout the year

including:

e Attendance at Divisional Reference Groups and associated tours round various
departments

e Patient Led Assessment of the Care Environment (PLACE) which had shown
high levels of cleanliness, hygiene and food standards

e Recruitment of senior medical staff

e Workshops with Non-Executive Directors to develop the future plans of the Trust,.

Brian highlighted that the Governors had discussed the Trust’s decision to develop a
Wholly Owned Subsidiary in detail and that not all Governors were agreement with
this move.

Brian thanked all staff for their hard work over the year and the contribution to the
achievement of the CQC rating of Good. He passed on thanks to the Governors who
are leaving for their contribution to the council and welcomed the new governors who
are joining the Council. He also gave special thanks to Vicky Pickles, Vanessa
Henderson and Kathy Bray for all of their support provided to the Council of
Governors

9. QUESTIONS AND ANSWERS
The Chair gave opportunity for those present to raise any general questions of the
Board or Council of Governors.

Q: In relation to the reconfiguration, in the full business case published last August, it
claimed HRI is expired and refurbishment impossible and would require rebuilding of
over £379M, this makes the current proposal spending around £300M at Calderdale
a more attractive option. Does the Board still support this view or does it agree with
the independent survey which showed that the HRI building is not time expired.

A: The Chief Executive responded. He commented that the Trust respected this
piece of work but had its own surveys which had shown different results. He
explained that this had been assessed by the Trust’'s regulatory bodies. The Chief
Executive added that the Trust is exploring other options following the Secretary of
State’s review. Over the next few weeks, the next steps will start to come out in the
public domain which will see a positive aspect from the previous plans. He explained
that the Trust still needs to go through a process with the regulators, Department of
Health and new Secretary of State.

Q: Hands of HRI have requested a meeting with the Trust engineer specialists, the

Trust have agreed to have this meeting; however, the follow up letter attempting to
make arrangements have not been responded to for some time.
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A: The Trust welcomes this conversation and will follow up to make the
arrangements.

Q: The review of accounts on page 143 of the main accounts, | noticed the
percentages of the staff survey score for KF1.

KF1 - Staff recommendation of the Trust as a place to  3.63 3.72 3.76
work or receive treatment

Q21a Care of patients/service user is my organisations | 70 77 76
top priority

Q21c | would recommend my organisation| as a place 54 59 61
to work

Q21d If a friend or relative needed treatment, | would 66 68 71

be happy with the standard of care provided by this
organisation.

All of the indicators for 2017 are under national average and 2016 are slightly under
national average. There is a recurrent pattern compared to the national average. I'm
not saying the Trust are not compassionate; however, are you concerned about the
trend, are the staff wrong or not very happy?

A: The Chief Executive responded and explained that at the time of the survey the
Trust was undergoing the significant transformational change of implementing the
new Electronic Patient Record. At times staff had felt overwhelmed. Despite this,
when it came to providing compassionate day the next day, staff still got up and
came to work to provide the same compassionate care for patients. The Chief
Executive recommended reading both the Trust's CQC report and the Investors in
People report which describes the feel in the organisation becoming much more
positive. He added that colleagues had been working in extra-ordinary
circumstances with not just the EPR but also working across two sites with an ICU
with not the level of resources expected. He explained that the Trust is not surprised
by the indicators and is doing as much as they can to improve success. There is
further clarity needed around how services will be reconfigured in the future.

Q: The percentage of staff feeling unwell due to work related stress has increased by
over 5%, it's concerning this might impact on patient care in the future.

A: The Chief Executive referred to the previous answer and explained that the Trust
has a number of actions in place to aim to improve this.

Q: In the 2016 accounts, the CNST (Clinical Negligence Scheme for Trusts) figure
that CHFT contributed to the authority is £15.78M, in 17/18 there are 2 columns and
last year shows £15.493M which is a shortfall of 250k. Is this correct?

A: The Executive Director of Finance agreed to look into this and provide a written
response to the individual.

Q: A question was asked about the significant increase in CNST (Clinical Negligence

Scheme for Trusts) contributions between 2014/15 (£11M) and 2017/18 (E17M) as
over the same period the number of claims had reduced by 25%.
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A: The Executive Director of Finance explained that payments can relate to incidents
a number of years previously due to the length of time for the legal process. He
added that the level of CNST is not necessarily determined by what happens in this
Trust. He explained that the Trust recognises the overall national challenge rising
significantly for CNST and that the number of claims has been rising nationally with
the value. Over the last few years, the Trust has been working closely with partners
of the Trust to complete a comparison which has shown that the Trust's premium
has gone up the lowest in the last 3 years (8%, whereas other Trusts have increased
by 22%).

Q: The Chair of the Diabetes Support Group asked why there is no mention of
prevention or an early intervention programme for Diabetes and what progress has
been made on the health and social care aspect?

A: The Chief Executive explained that work has been taking place in communities
where patients are more susceptible to diabetes including work to raise awareness,
particularly in black minority groups. He added that the Trust wants to get more
involved in preventative work and that the developments in digital technology are
starting to connect GP and Trust information to identify needs and promote self-care.
The Chief Executive added that the new Electronic Patient Record has a ‘patient
portal’ which enables patients to see parts of their health record and over 3,000 have
signed up for access to the portal. The Trust has recognised they want to do more
with social care and are trying to get to a place where patients only need to share
information once. He concluded that there are real time opportunities on the way on
the ‘Digital’ agenda.

Q: In relation to EPR, | am a patient who has ‘opted out’ of the information sharing,
has there been an impact assessment in terms of equality to compare and contrast
the delivery of a service on an equitable basis. Are you able to offer a service which
doesn’t discriminate in terms of direct access?

A: The Chief Executive responded that the Trust would need to better understand
the definition in relation to ‘opting out’ of the GP record sharing and the rules under
the General Data Protection Regulation (GDPR).

10. DATE AND TIME OF NEXT MEETING
It was noted that a provisional date had been set for the next Annual General
Meeting on Wednesday 17 July 2019 in Acre Mills Outpatients (3" floor).

The Chair thanked everyone for attending and the questions asked and closed the
formal meeting at approximately 19:32 pm.
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High Level Risk Register - To present the high level risks on the Trust Risk Register as at 28 August
2018

Action required:
Approve

Strategic Direction area supported by this paper:
Keeping the Base Safe

Forums where this paper has previously been considered:

The draft high level risk register has been reviewed by members of the Risk and Compliance Group at
it's meeting on 21 August 2018.

Governance Requirements:
Keeping the base safe

Sustainability Implications:
None




Executive Summary

Summary:

The high level risk register is presented on a monthly basis to ensure that the Board of Directors are aware
of key risks facing the organisation and is a fundamental part of the Trust's risk management system.

Main Body

Purpose:

To assure the Board of Directors that all risks are accurately identified and mitigated adequately through
reviewing the risks identified on the high level risk register.

Background/Overview:

The high level risk register is presented on a regular basis to ensure that the Board of Directors are aware of
all current risks facing the organisation and is a key part of the Trust's risk management system.

The Risk and Compliance Group consider and review all risks that may be deemed a high level risk with a
risk score of 15 or more on a monthly basis, prior to these being presented to the Board of Directors.

Divisional risk registers are also discussed within divisional patient safety quality boards, with divisions
identifying risks for consideration for escalation to the high level risk register for review at the Risk and
Compliance Group.

The Issue:
The attached paper includes:

i. Identification of the highest scoring risks (between 15 and 25), risks with either an increase or decrease in
scores, new and closed risks. This paper refers to a summary of the Trust risk profile as at 28 August 2018.

ii. The high level risk register which identifies risks and the associated controls and actions to manage these.
iii. Details of movement during July and August 2018

Two new risks have been added to the high level risk register as detailed below and one risk has reduced in
score, removing it from the high level risk register:

Risk 7280 relating to unnecessary repeat blood specimen collection from the Family and Specialist Services
risk register was approved as a new high level risk t the July Risk and Compliance Group at a risk score of
15.

Risk 7251, from the Surgery and Anaesthetics division risk register relating to patients with eye disease
receiving a poor patient experience and delay due to Optovue OCT machines not functioning was approved
as a new high level risk at the August Risk and Compliance Group at a risk score of 15. A business case is
being developed.

One risk has reduced in score, risk 6596, from a risk score of 16 to 12, relating to not conducting timely
investigations into serious incidents due to improvements in the timeliness of submitting serious incident
reports.

Next Steps:

Discussion took place regarding risk 7081 regarding pressure ulcers from the Medical Division risk register
at the Risk and Compliance Group. It was agreed that further work would be undertaken to review the risk
register content and scoring and this will be re- presented to the Risk and Compliance Group at the meeting



on 18 September.

Recommendations:
Board members are requested to:

I. Consider, challenge and confirm that potential significant risks within the high level risk register are being
appropriately managed.

ii. Approve the current risks on the risk register.

iii. Advise on any further risk treatment required.

Appendix

Attachment:
FINAL High Level Risk Register summary- August 2018 - board summary.pdf



https://bpaper.cht.nhs.uk/public/papers/1126/appendix/5b86b0dc8d2a47.20834404

High Level Risk Register Board Summary - August 2018
Risks at 28" August 2018

TOP RISKS

The following risks scored at 25 or 20 on the high level risk register are:

7278 (25) Longer term financial sustainability risk

6903 (20): Estates/Resus risk, HRI

7271 (20) HRIICU collective infrastructure risk

2827 (20): Over-reliance on locum middle grade doctors in A&E
5806 (20): Urgent estates schemes not undertaken

6345 (20): Nurse staffing risk

7078 (20): Medical staffing risk

The Trust risk appetite is included below.

NEW RISKS

There are two new risks added to the high level risk register from the July and August meetings of the Risk
and Compliance Group:

Risk 7280 (15) Family and Specialist Services
Risk 7280 relates to unnecessary repeat blood specimen collection from the Family and Specialist Services

risk register was approved as a new high level risk at the July Risk and Compliance Group at a risk score of
15.

7251 (15) Surgery and Anaesthetics Division

There is a risk of patients with eye disease receiving a poor experience and possible delay due to the
Optovue OCT (Ocular Coherence Tomography) machines at both Acre Mills and CRH Eye Clinics not
functioning to expected levels. This is resulting in a slower patient flow through clinics due to the increase
time taken per scan. The machine can "crash" leading to inability to perform scans and access historical
results for progression of eye conditions to determine management plans.

Risk 7081 from the Medical Division risk register regarding pressure ulcers was discussed at the Risk and
Compliance Group and it was agreed further discussions about the risk would take place with the Director
of Operations from the Medical Division and the Director of Nursing. The risk will be re-presented to the
Risk and Compliance Group at its meeting on 28 September.

CLOSED RISKS

7046 (16) EPR clinical risk

Risk closed as agreed by Director of Nursing, Director of Digital Health, EPR Operational Group and Risk and
Compliance Group 16 July 2018. A risk relating to encounters, which is captured on risk 7114, is being
managed by Julian Bates (score 12)




RISKS WITH REDUCED SCORE

6596 New Score 12 (Previous Score 16) Corporate Division
Risk 6596 is the risk of not conducting timely investigations into serious incidents due to not responding
quickly enough to the new national SI framework.

The rationale for the reduction in the likelihood score for this risk is that analysis indicates that
investigations in June were within a total average of 79 working days, and in July a total of 69 working days.
Both these were within the target of an average of no more than 20 working days overdue. Second half day
introduction to RCA held. Incident Reporting Policy revised and ready for review. Recommend downgrade
to likelihood of 3, reducing the overall risk score to 12 which will be managed on the Corporate Quality Risk
Register.

RISKS WITH INCREASED SCORE

None




AUGUST 2018 -SUMMARY OF HIGH LEVEL RISK REGISTER BY TYPE OF RISK AS AT 28.08.2018

BAF ref Risk ref Strategic Objective Executive Lead
Mar | April | May | June | July | Aug
18 18 18 18 18 18
10/17 2827 | Developing Our Over-reliance on locum middle grade Medical Director (DB) =20 | =20 | =20 | =20 | =20
workforce doctors in A&E
06/17 5862 | Keeping the Base Safe Risk of falls with harm Director of Nursing (JM) =16 | =16 | =16 | =16 | =16
06/17 7134 | Keeping the Base Safe Not meeting sepsis CQUIN 2017/2019 Medical Director (DB) =16 | =16 | =16 | =16 | =16
09/17 5806 | Keeping the base safe Urgent estate work not completed Director of Estates and Performance =20 | =20 | =20 | =20 | =20
(LH)
09/17 6903 | Keeping the base safe Resuscitation HRI Estates risk Director of Estates and Performance =20 | =20 | =20 | =20 | =20
(LH)
05/17 6715 | Keeping the base safe Poor quality / incomplete Director of Nursing (JM) =15 | =15 | =15 | =15 | =15
documentation
10/17 5747 | Keeping the base safe Vascular / interventional radiology Divisional Director of FSS (JO'R) =15 | =15 | =15 | =15 | =15
service
06/17 6011 | Keeping the base safe Blood transfusion process Divisional Director of FSS (JO'R) =15 | =15 | =15 | =15 | =15
10/17 6949 | Keeping the base safe Blood transfusion service Divisional Director of FSS (JO'R) =15 | =15 | =15 | =15 | =15
05/17 7132 | Keeping the base safe Miscalculation of deteriorating patient Medical Director (DB) 116 | =16 | =16 | =16
scores in Emergency Department
7223 | Keeping the base safe Digital IT systems risk Managing Director — Digital Health 116 | =16 | =16 | =16
(MG)
11/17 7248 | Keeping the base safe Mandatory Training Director of Workforce and OD (SD) 116 | 116 | =16 | =16
09/17 7271 | Keeping the base safe ICU Huddersfield — collective Director of Estates and Performance 120 | =20
infrastructure risk from 12 individual (LH)
risks
7280 | Keeping the base safe Unnecessary repeat specimen collection | Director of Operations, FSS (RA) 115
by not following EPR procedures
7251 | Keeping the base safe Ophthalmology equipment risk Divisional Director, SAS (WA)




BAF ref Risk ref Strategic Objective Executive Lead
Mar | April | May | June | July | Aug
18 18 18 18 18 18
| FINANCE RISKS
6895 | Financial Sustainability | Finance IT systems Director of Finance (GB) =8 =8 | =16 | =16 | =16
13/17 7278 | Financial sustainability | Trust planned deficit Director of Finance (GB) 125 | =25
| Performance and Regulation Risks |
10/17 6345 | Keeping the base safe Nurse Staffing - ability to deliver safe Medical Director (DB) ,Director of =20 | =20 | =20 | =20 | =20
and effective high quality care and Nursing (JM), Director of Workforce
experience service
10/17 7078 | Keeping the base safe Medical Staffing - ability to deliver safe Medical Director (DB) ,Director of =20 | =20 | =20 | =20 | =20
and effective high quality care and Nursing (JM), Director of Workforce
experience service
KEY: = Same score as last period, ¥ decreased score since last period, | New risk since last report to Board A increased score since last period




TRUST RISK PROFILE AS AT 28/8/2018

KEY: = Same score as last period \ decreased score since last period
! New risk since last period /N increased score since last period
LIKELIHOOD CONSEQUENCE (impact/severity)
(frequency)
Insignificant Minor Moderate (3) Major (4) Extreme (5)
Highly =6715 Poor quality / incomplete =6345 Nurse Staffing =7278 Financial sustainability
Likely (5) documentation =7078 Medical Staffing
17280 Unnecessary repeat =7271 ICU infrastructure
specimen collection
17251 Ophthalmology risk
Likely (4)

Risk of falls with harm = 2827 Over reliance on locum middle grade

Patient scores in ED doctors in A&E

Sepsis CQUIN =5806 Urgent estate work not completed

Digital IT systems risk =6903 HRI Resus estates risk
Mandatory training

Finance core function

Possible (3)

=6011 Blood transfusion process
=5747 Vascular /interventional radiology service
=6949 Blood transfusion service

Unlikely (2)
Rare (1)




CHFT RISK APPETITE

Strategic / Organisational

We are eager to be innovative and choose options offering
potentially higher rewards to deliver high quality patient care
(despite greater inherent risk).

SEEK

SIGNIFICANT

Reputation

We will maintain high standards of conduct, ethics and
professionalism, with an appetite to take decisions with potential
to expose the organisation to additional scrutiny / interest.

OPEN

HIGH

Financial and Assets

We will strive to deliver our services within our financial plans and
adopt a flexible approach to financial risk. We are prepared to
invest in resources that deliver improvements in quality and
patient safety, which will be subject to rigorous quality impact
assessments. Value and benefits will be considered, not just price.
We will aim to allocate resources to capitalise on opportunities.

OPEN

HIGH

Regulation

We have a limited tolerance for risks relating to compliance and
regulation. We will make every effort to meet regulator
expectations and comply with laws, regulations and standards that
those regulators have set, unless there is strong evidence or
argument to challenge them and we would want to be reasonably
sure we would win any challenge.

CAUTIOUS

MODERATE

Innovation / Technology

The risk appetite for innovation / technology is significant as we
view these as key enablers of operational delivery. Innovation is
pursued which challenges current working practices to support
quality, patient safety and effectiveness, operational effectiveness
and efficiency.

SEEK

SIGNIFICANT

Commercial

We are willing to take risk in relation to new commercial
opportunities where the potential benefits outweigh the risks.
New opportunities are seen as a chance to support the core
business and enhance reputation.

SEEK

SIGNIFICANT




Harm and Safety

We will take minimal risk, or as little as reasonably possible, when
it comes to patient safety and harm and clinical outcomes. We
consider the safety of patients to be paramount and core to our
ability to operate and carry out the day-to day activities of the
organisation.

MINIMAL

LOW

Workforce

We will not accept risks associated with unprofessional conduct,
underperformance, bullying, or an individual’s competence to
perform roles or task safely and, or any circumstances which may
compromise the safety of any staff member or group.

We are eager to be innovative in considering risks associated with
the implementation of non-NHS standard terms and conditions of
employment, innovative resourcing and staff development models.

SEEK

SIGNIFICANT

Quality Innovation and
Improvement

In order to achieve improvements in quality, patient safety and
patient experience we will pursue innovations for our services. We
are willing to consider risk options associated with development of
new models of care, clinical pathways and improvements in clinical
practice.

OPEN

HIGH




High Level Risk Register (15 or over)
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Risk Description plus Impact

Longer term financial sustainability:

The Trust has a planned deficit of £43.1m
(£19.9m variance from the 18/19 control
total). This includes loss of access to
£14.2m Provider Sustainability Funding
(PSF). The size of the underlying deficit
raises significant concerns about the
longer term financial sustainability of the
Trust, particularly when combined with the
growing level of debt and reliance on
borrowing. The 2017/18 external audit
opinion raises concerns regarding going
concern and value for money. The Trust
does not currently have an agreed plan to
return to in year balance or surplus.

Intensive care unit (ICU) HRI - There is a
collective risk in regards to the ICU from
individual (12) risks listed below due to
insufficient capital funding and operational
plans to allow estates maintenance staff
and contractors to carry out refurbishment
upgrades / life cycling resulting in
unplanned failure/ Injuries to patients &
staff.

Individual Risks as Follows:

+ Ventilation — Imminent failure of the
ventilation system due to end of useful life
resulting in potential danger to staff and
patients

* Electrical Resilience —UPS/IPS power
failure resulting in harm to patients from
no functioning equipment

* Flooring — causing trips/falls and
infection control hazards for staff and
patients

* Electrical Infrastructure - failure of
infrastructure

* Plumbing infrastructure - failure with
resulting infection hazards for staff and
patients

* Life Support Beams/Pendant - imminent
failure of the medical gas hoses due to
end of useful life resulting in unplanned
disruptions to the medical gases

* Building Fabric - infections & failure due
to moisture ingress within the
plaster/concrete within ICU resulting in
poor environmental conditions.

» Compliance / Statute Law — Compliance
/ Statute Law — Failure of equipment or
infrastructure could result in HSE
intervention

Resus - There is a collective risk in

regards to Resus from individual (12) risks monitored through a planned preventative

listed below due to insufficient capital
funding and operational plans to allow
estates maintenance staff and contractors
to carry out refurbishment upgrades / life
cycling resulting in unplanned failure/
Injuries to patients & staff.

Individual Risks as Follows:

Ventilation - potential danger to staff and
patients from nitrous oxide due to the lack
of background air changes resulting in
harm . (The Trust has been advised by
their external independent Authorising
Engineer to install mechanical ventilation
to the RESUS area to mitigate the risk.)

Electrical Resilience — lack of support
infrastructure/ Medical IT i.e. UPS/IPS to
ensure continuity of power supply in the
event of a power outage resulting in harm
to patients

Risk as of 28" August 2018

Existing Controls Gaps In Controls

Working with partner organisations across WYAAT and
STP to identify system savings and opportunities
Project Management Office in place to support the
identification of CIP

Turnaround Executive meeting weekly to identify CIP
shortfalls and drive remedial action

Accurate activity, income and expenditure forecasting
Development of Business Case for reconfiguration
Development of 25 year financial plans in support of
Business Case

Finance and Performance Committee in place to
monitor performance and steer necessary actions
Aligned Incentive contract with two main
commissioners.

On-going dialogue with NHS Improvement

Pressures on capacity planning due to external factors.
Competing STP priorities for resources

Progression of transformations plans are reliant on external
approval and funding

Impact of national workforce shortages eg. qualified nurses
and A&E doctors

The Trust does not currently have an agreed plan to return
to in year balance or surplus.

Current mechanical & electrical systems continue to be
monitored through a planned preventative
maintenance (PPM) regime.

Building, mechanical and electrical systems require life
cycling / replacing / upgrading to continue the safe use of
ICU, currently this is not achievable due to patient flow and
Capital budget constraints.

Authorising Engineers / Independent Advisors cover

this area when conducting their annual audit. Resulting

recommendations are actioned following a risk

assessment process.

Current mechanical & electrical systems continue to be Building, mechanical and electrical systems require life
cycling / replacing / upgrading to continue the safe use of
RESUS, currently this is not achievable due to Capital
budget constraints.

maintenance (PPM) regime.

Authorising Engineers / Independent Advisors cover
this area when conducting their annual audit. Refurbishment requires decant for around 6 months,
Operational Plans & activity currently do not permit this

length of decant.
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Further Actions

August 2018
Long term Financial plan continues to be developed in conjunction
with regulators and department of health.

June 18 Update - High-level discussions on funding and
operational plans to mitigate the above risks by carrying out
Estates work in Financial Year 20/21

Agreed for inclusion on high level risk register 13.6.18

July 18 Update - Mechanical & Electrical Systems continue to be
monitored through a Planned Preventative Maintenance (PPM)
regime

August 18 Update - Mechanical & Electrical Systems continue to
be monitored through a Planned Preventative Maintenance (PPM)
regime. New discussions on how to maintain the Ponta Beams are
taking place with the maintenance provider Draeger.

June 18 Update - Discussions are continuing to progress regarding
the refurbishment of the RESUS area at HRI. Meanwhile,
Mechanical & Electrical Systems continue to be monitored through
a Planned Preventative Maintenance (PPM) regime

July 18 Update - Discussions are continuing to progress regarding
the refurbishment of the RESUS area at HRI. Meanwhile,
Mechanical & Electrical Systems continue to be monitored through
a Planned Preventative Maintenance (PPM) regime

August 18 Update - Discussions are continuing to progress
regarding the refurbishment of the RESUS area at HRI. Estates
services have commissioned a feasibility study to develop a
modular unit at HRI. Meanwhile, Mechanical & Electrical Systems
continue to be monitored through a Planned Preventative
Maintenance (PPM) regime.
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Flooring - trips/falls, harbouring bacteria
due to ageing end of life vinyl/screed
resulting in inadequate access

Electrical Infrastructure - failure due to
end of useful life resulting in unplanned
disruptions

Plumbing infrastructure - failure due to
end of useful life resulting in unplanned
disruptions and the spread of infections

Life Support Beams/Pendant - imminent
failure of the medical gas hoses due to
end of useful life resulting in unplanned
disruptions to the medical gases

Medical Engineering Risk - 4 Dameca
Anaesthetic Machines - failure due to end
of useful life resulting in unplanned
disruptions/ harm to patients

Operational Safety — the current space
within each bed bay does not meet the
minimum required space for operational
safety resulting in harm to patients and
staff

Compliance / Statute Law — All of the
above does not meet the minimum
requirement as stipulated in the Health
Technical Memorandums (HTM) and
Health Building Notes (HBN)and principal
statue law resulting in prosecution

Medical Staffing Risk (see also 6345
nurse staffing and 7077 therapy staffing)
Risk of not being able to deliver safe,
effective and high quality care with a
positive experience for patients due to:

- difficult to recruit to Consultant posts in
A&E, Acute Medicine, Care of the Elderly,
Gastroenterology and Radiology

- dual site working and impact on medical
staffing rotas

resulting in:

- increase in clinical risk to patient safety
due to reduced level of service / less
specialist input

- negative impact on staff morale,
motivation, health and well-being and
ultimately patient experience

- negative impact on sickness and
absence

- negative impact on staff mandatory
training and appraisal

- cost pressures due to increased costs of
interim staffing

- delay in implementation of key strategic
objectives (eg Electronic Patient Record)

Risk of poor patient outcomes, safety and
efficiency due to the inability to recruit
sufficient middle grade emergency
medicine doctors to provide adequate rota
coverage results in the reliance of locum
doctors to fill gaps.

Risks:

1. Risk to patient safety using staff
unfamiliar with department processes and
systems, results in complaints and clinical
incidents

2. Risk to the emergency care standard
due to risk above and increased length of
stay

3. Risk of shifts remaining unfilled by
flexible workforce department

4. Risk to financial situation due to
agency costs

***|t should be noted that risk 6131should
be read in conjunction with this risk.

There is a risk of the current HRI Estate
failing to meet the required minimum
condition due to the age and condition of
the building resulting in a failure of the
Trust to achieve full compliance in terms
of a number of statutory duties. This could
result in the potential closure of some
areas which will have a direct impact on
patient care, suspension of vital services,
delays in treatment, possible closure of
buildings, services and wards, harm
caused by slips, trips and falls and
potential harm from structural failure.

Medical Staffing

Medical Workforce Group chaired by the Medical
Director.

Active recruitment activity including international
recruitment at Specialty Doctor level

- new electronic recruitment system implemented
(TRAC)

-HR resource to manage medical workforce issues.
-ldentification of staffing gaps within divisional risk
registers, reviewed through divisional governance
arrangements

Associated Specialist in post and Regular locums used
for continuity appointed

Middle Grade Doctors moved within sites to respond to
pressures

Part-time MG doctors appointed

Where necessary other medical staff re-located to ED
Consultants act down into middle grade roles to fill
gaps temporarily

4 weeks worth of rota's requested in advance from
flexible workforce department

Expansion of CESR programme

Ongoing ACP development

Weekly meeting attended by flexible workforce
department, finance, CD for ED and GM

EMBeds website for induction of locum staff.

Allocated a further 10 Senior ED trainee placements by
School of EM

The estate structural and infrastructure continues to be
monitored through the annual Authorising’s

Engineers (AE)/ Independent Advisors (IA) report and
subsequent Action Plan.

This report details any remedial work and maintenance
that should be undertaken

where reasonably practicable to do so to ensure the
Engineering and structural regime remains safe

and sustainable. Statutory compliance actions are
prioritised, then risk assessment of other priorities.

When any of the above become critical, we can go
through the Trust Board for further funding to ensure

9/14

Medical Staffing

Lack of:

- job plans to be inputted into electronic system

- dedicated resource to implement e-rostering system

- centralised medical staffing roster has commenced but not
fully integrated into the flexible workforce team

- measure to quantify how staffing gaps increase clinical
risk for patients

Difficulty in recruiting Middle Grade and longer term locums
Variable quality of locum doctors

Relatively high sickness levels amongst locum staff.
Flexible Workforce not able to fill gaps

ACP development will take 5 yrs from starting to achieve
competence to support the middle grade level

CESR training will extended time to reach Consultant level
with no guarantee of retention

Inability of School of EM to allocated trainees.

Significant gap in maintenance funding to maintain
regulatory requirements at the HIR site. Also the time it
takes to deliver some of the repairs required.

Each of the risks above has an entry on the risk register
and details actions for managing the risk.Many of these
risks could lead to injury of patients and staff, closure of
essential services, and inability for the Trust to deliver vital
services.

WX WO
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August 2018

Over 200 new doctors in training joined the Trust in August. All
trainees were cleared and started in post as planned. The Medical
Education department provided a junior doctor specific induction on
changeover day to ensure that trainees were able to ‘hit the ground
running’ as quickly as possible. The FY1 trainees had their two
days of induction and 2 days of shadowing existing Foundation
trainees prior to changeover so that they were ready to commence
on the Wednesday when the other trainees were in induction.

There are more new trainees coming in September and October,
and their pre-employment checks are underway to ensure that they
too start in post without delay.

The GP trainees have been booked to attend the corporate
induction on Tuesday 28th August. As employees of the trust
rather than the GP Practice this will ensure that even though they
will be off-site in their day to day work, they are aware of our values
and culture. The GP Practices have undertaken their role specific
local inductions.

The new HRBPs in Medicine and Surgery and Anaesthetics
division have now started in post, August 2018, and will be working
closely with Medical HR to support recruitment and retention of our
Medical and Dental staff.

May 2018

Junior doctor interviews 18.5.18

FY3 posts being interviewed

Consultant interviews set for 15.5.18 (2 applicants)
Reviewing junior doctor rota alongside the ACP rota

June 2018 update
Consultant recruitment - appointed one applicant
ACP, MG, CESR un-changed

July 2018 update
No change

August 2018 update

Continued recruitment drive for Middle Grade doctors - vacancy
rate is currently at %

CESR applicant being pursued

ACP programme developing as planned and 2 ACP's due to join
MG junior rota from January 2019

Locum Consultant contract has ended in July 2018

June 18 Update - The Capital Plan for 18/19 is now underway,
Ward flooring replacement to commence June, Main entrance
Infrastructure to commence in July. Work already started on fire
safety, water safety, infrastructure replacement etc. to ensure the
HRI estate remains safe and resilient.

July 18 Update - Ward flooring replacement has commenced on
Ward 3, Main entrance Infrastructure to commence in July. Work
already started on fire safety, water safety, infrastructure
replacement etc. to ensure the HRI estate remains safe and
resilient. Current Mechanical & Electrical Systems continue to be
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The main risks identified within the
Estates Risk Register being:

* 7220 Flooring: cracked, torn, blown
flooring screed and vinyl resulting in
possible slips, trips, falls

* 6734 Pipework: Potential of water borne
diseases due to the corrosion of services
pipe work

* 6735 Structural: if more openings are
made through the structure it will make
the building unstable.

* 6736 Air Handling Units: non-
compliance, & increased infection risk to
both patients and staff

* 6737 Windows: all elevations of the
Hospital require replacing, prone to leeks
and very drafty

* 6739 Roofs: water ingress through roofs
resulting in decanting services, wards and
departments.

* 6761 Ward Upgrade Programmes:
Compliance with regulatory standards -
Health & Social Care Act

* 6762 Day Surgery: Non-compliance with
relevant HTM standards

+ 6763 Environmental Condition: failure to
bring areas of the Hospital to a condition
B level

* 6766 Road Surfaces: South Drive and
Tennis Court car park in need of repairs
potential for injury to public

* 6767 Staff Residences: Properties not
statutory compliant for accommodation in
regard to fire and utilities.

* 6769 Electrics: Statutory compliance to
reduce the risk of electric shock and
damage to equipment

* 6770 Plantroom: Statutory and physical
condition of the plant roomto H & S
regulations

* 6332 Asbestos: risk of industrial disease
to staff, patients and general public

* 6771 Emergency Lighting: Statutory
compliance in order to provide adequate
emergency lighting

» 5963 Equality Act: non-compliance with
the Equality Act 2010 due to a inadequate
physical access

* 6764 Fire Detection: aged fire detection
could lead to inadequate fire detection.

+ 6860 Electrical 3rd substation HV supply
only 1 meter apart

* 5511 Fire Compartmentation:
inadequate fire compartmentation in
ceilings; risers and ducts.

* 6897 BMS heating controls failure will
result no control over heating or air
condition throughout the hospital

* 6997 Structural Cladding - Loose
Portland Stone creating a hazard

+ 5630 Poor condition of the WCs in HRI's
public areas

* 6848 Water Safety: non-compliance to
statutory law across HRI due to the
ageing infrastructure

Nurse Staffing Risk (see also medical
staffing risk 7078 and therapy staffing risk
7077)

Risk of not being able to deliver safe,
effective and high quality care with a
positive experience for patients due to:
- lack of nursing staffing as unable to
recruit to substantive posts, i.e. not
achieving recommended nurse staffing
levels (as per Hard Truths/CHPPD and
national workforce models)

- Inability to adequately staff flexible
capacity ward areas

resulting in:

- increase in clinical risk to patient safety
due to reduced level of service / less
specialist input

- negative impact on staff morale,
motivation, health and well-being and
ultimately patient experience

- negative impact on sickness and
absence

- negative impact on staff mandatory
training and appraisal

- cost pressures due to increased costs of
interim staffing

- delay in implementation of key strategic
objectives (eg Electronic Patient Record)

they are made safe again.

Nurse Staffing

To ensure safety across 24 hour period:

- use of electronic duty roster for nursing staffing,
approved by Matrons

- risk assessment of nurse staffing levels for each shift
and escalation process to Director of Nursing to secure
additional staffing

- staff redeployment where possible

-nursing retention strategy

- flexible workforce used for shortfalls (bank/nursing,
internal, agency) and weekly report as part of HR
workstream

Active recruitment activity, including international
recruitment

10/14

WX WO

monitored through a Planned Preventative Maintenance (PPM)
regime.

August 18 Update - Ward flooring replacement complete on Ward
3, Ward 11 flooring replacement in progress, Main entrance
Infrastructure now in progress. Work progressing on fire safety,
water safety, infrastructure replacement etc. to ensure the HRI
estate remains safe and resilient.

August 2018

Applicants from the International recruitment trip to the Philippines
continue to progress (119 offers were made in country, since
March 2017, with on-going training and tests underway), 8 Nurses
have started with the Trust in 2018, with a further 5 starting in
September and 68 still engaged in the recruitment process.

The split generic advertising approach for staff nurses, 1 for
Medical division and the other 1 for Surgical division has continued
and is progressing with offers during July 2018. Application
numbers are low and divisions are discussing a new approach
advertising by specialty with targeted recruitment support.

53 newly qualified nurses are due to start with the Trust on 19
September. Advertising is continuing to encourage final year
university students to apply and provides additional information
around the support offered to newly qualified nurses at CHFT.

Following great feedback from our Physician Associates, the Trust
is advertising for a further 10 posts in various medical and surgical
specialties, the advert is due to close on 30 August, interest is high
with good numbers of applications received so far.
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The Trust EPR system whilst having the
facility to record NEWS and PAWS
assessments, it does not have the facility
to calculate the score unless all fields are
filled. This is not always clinically
appropriate.

There is a risk to patient safety due to
EPR system not automatically calculating
and recording the score. This provides the
potential for non recording, miscalculation
and non detection of deterioration of
patients. A number of clinical incidents
have identified failure to detect
deterioration as a contributing factor

CQUIN target at risk of not being met for
2018/19 based on current compliance for
screening for sepsis, time to antimicrobial
and review after 72 hours and risk of non
- compliance with NICE guidelines for
sepsis.

This is due to lack of engagement with
processes, lack or process for ward staff
to follow and lack of effective
communication and working between
nursing and medical colleagues.

The impact is the increased deterioration
in patients condition and increased
mortality if sepsis not recognised and
treatment initiated within the hour and all
of the sepsis 6 requirements delivered.
There are also financial penalties.

Risk of:

Inability to access all clinical and
corporate digital systems:

The lack of access to clinical patient
systems (EPR, Athena, Bluespier),
Clinical Diagnostic and Ordering (ICE,
PACS, Ordercomms) as well as corporate
systems (Email etc).

Due to:

Failure of CHFTs digital infrastructure
Failure of the interconnecting components
(Network, Servers, Active Directory) of the
digital infrastructure through whatever
cause (Cyber, Configuration, Component
failure).

Resulting in:
The inability to effectively treat patients
and deliver compassionate care
Not achieving regulatory targets
Loss of income

Risk: - There is a risk that not all
colleagues will complete their designated
mandatory training within the rolling 12
month period. A proposal to reduce the
compliance target to 90% has been put to
Board, to be more in-line with WYAAT
Trusts.

All staff informed to document PAWS and NEWS as a
clinical note with PAWS and NEWS in the title and
laminated charts put up in the cubicles in the
department.

All staff have been made aware of the change.

SOP and training has been provided.

Above audited as part of monthly documentation audit.

Awareness and new controls for ward areas
Sepsis nurse in post
Divisional plan, leads identified

-improvement action plan in place

-stop added to nerve centre to prompt screening
-new screening tool and sepsis 6 campaign was
launched introducing the BUFALO system

-matrons promoting the and challenging for screening
in the 9-11 time on wards

-sepsis prompt in EPR

Resiliency:
Network — Dual power (plus UPS) and fibre
connections to all switch stacks

- Automatic network reconfiguration should
a network path be lost (OSPF etc)

- Computer Rooms and Cabs on the trust
back up power supply
Servers - Dual power supplies to each rack

- Computer Rooms and Cabs on the trust
back up power supply

- Mirrored/Replicated Servers across sites

- Back up of all Data stored across sites

Cyber Protection:

- End point encryption on end user devices

- Anti-Virus software (Sophos/Trend) on all services
and end user devices

- Activity Monitoring

- Firewall and Port Control on Network Infrastructure

Monitoring/Reporting:

- Traffic Monitoring across the network

- Suspicious packet monitoring and reporting

- Network capacity, broadcasting/multicasting and
peak utilisation monitoring/alerts.

- Server utilisation montoring/alerts

Assurance/Governance:

- Adhering to NHSD CareCert Programme
-1S027001 Information Security

- Cyber Essentials Plus gained

- IASME Gold

Support/Maintenance:

- Maintenance and support contracts for all key
infrastructure components.

- Mandatory training in Data and Cyber Security

All electronic mandatory training programmes are
automatically captured on ESR at the time of
completion.

WEB IPR monitoring of compliance data. Quality
Committee assurance check

Well Led oversight of compliance data identifying ‘hot-
spot’ areas for action

11/14

Clinical staff not routinely looking at PAWS and NEWS and

relying on individual judgement of vital signs recorded.

Lack of engagement with processes

Lack of clear process for ward staff to follow

Lack of communication and joined up working between
nursing and medical colleagues

Information on patients not receiving the sepsis bundle in a

timely manner.
Clarity on use of EPR prompts required

Documented BCPs (Business Continuity Plans) within all

critical areas

Further awareness sessions for all staff to understand the

potential risk and what they can do personally
Maintenance windows for digital systems including
resilience testing

Patching process audit

None

2
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Immediate mitigation: All staff informed to document PAWS and
NEWS as a clinical note with PAWS and NEWS in the title and
laminated charts put up in the cubicles in the department.

Regular documentation spot checks by lead nurses. Medical staff
to evidence use of early warning scores in their clinical decision
making.

Issue escalated to A Morris and J Murphy to establish if PAWS and
NEWS can be on the front page of the ED clinical summary.
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May 2018 Update:

Mitigation still in place. Audits in place re: compliance of staff
calculating news. Talks on going with nervecenter to ascertain
whether we can filter by area in ED and not have all patients on.

June 2018 Update:
Still awaiting update from nerve centre. Audits still in place. Staff
are complying with mitigation in place.

July 2018

NEWS audits have taken place and totals are sometimes being
missed. Reminders put in safety huddle. Change request gone into
EPR board as they may have a work around.

August 2018:
Meeting with nerve centre being planned to see re: implementation
in the ED. Audits continue monthly

Assess impact of EPR sepsis prompt
Improve safety huddles to include sespis
Coordinate activity with the Deteriorating Patient Group

aa
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NB. See high level risk register 6990 operational lead Juliette
Cosgrove

June 2018

100% of patients now screened for sepsis

95% of patients with sepsis have the sepsis alert completed.
Further work on going to look at compliance with BUFALO once
sepsis identified — some delays in extracting data from EPR.
Work underway to develop sepsis training programme

July 2018
The CQUIN risk remains — mainly around the administration of
antibiotics.

Overall performance is improving and we continue to focus on
early administration of antibiotics.

August 2018
No changes

- All clinical areas to have documented and tested Business
Continuity Plans (BCPs)

- All corporate areas to have documented and tested Business
Continuity Plans (BCPs)

- Informatics to have documented Disaster Recovery (DR) plans in
line with ISO

- Routine testing of switch over plans for resilient systems

- Project to roll out Trend (Anti-virus/End point encryption etc)
completing April 2018

- IT Security Manager continually kept up to date with the most
recent thinking around cyber security as well as training/certified to
the relevant standard (almost complete).

810z-des
fo}Y|

April Update: Trend rollout (AV & Encryption) still due to complete
at the end of April 18 for CHFT. No further update.

May: No further update

June: Following the power failure to the HRI Data Centre early
June, there is additional work being carried out by Estates to
ensure resilliency for power. No further update or change to score.

July 2018: No further update or change to score
August 2018

No further update or change to score - Awaiting confirmation from
E&F around the remedial Power/UPS following the outage in June.

M

June 2018

Training now falls under the title 'Essential Safety Training' and
includes our 9 mandatory subjects alongside the 41 essential skills.
This approach strengthens the importance of completing the
essential skills designated to specific roles and by combing the two
areas into one enhances the Trusts' requirement to reach 96%
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Impact: - Colleagues practice without a
basic, or higher depending on
role/service, understanding of our 9
mandatory training subjects.

Due to: - Competing operational demands
on colleagues time available means that
time for completing training might not be
prioritised.

UPDATE: Training now falls under the
title 'Essential Safety Training' and
includes our 9 mandatory subjects
alongside the 41 essential skills. This
approach strengthens the importance of
completing the essential skills designated
to specific roles and by combing the two
areas into one enhances the Trusts'
requirement to reach 96% across all the
training offerings.

Risk of Inability to fulfil core functions of
the Finance and Procurement
department, i.e. Internal and external
financial reporting; business partnering
with Divisional management teams;
transactional functions of paying
suppliers, raising invoices and placing
orders for goods and services; cash
management; adherence to procurement
legislation.

Due to IT Systems failure of financial
ledger, fixed asset register, costing
system or procurement systems.
Resulting in failure to meet statutory
deadlines; ensure good governance of the
organisation with regard to the financial
position and outlook; maintain cash flow
to suppliers and staff; maintain supply of
goods and services essential to
operational performance and safety;
comply with procurement legislation
leading to legal challenge.
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We have a risk of harm due to vulnerable
patients who are more likely to fall due to
the unfamiliar hospital environment.

The impact is high levels of fractures,
head injuries all causing increased length
of stay with associated issues
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The inability to deliver a two site Blood
Transfusion / Haematology service due to
being unable to recruit and retain
sufficient numbers of HCPC Biomedical
Scientists to maintain two 24/7 rotas,
resulting in a potential inability to provide
a full Blood Transfusion / Haematology
service on both sites

6169
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Divisional PRM meetings focus on performance and
compliance.

Human Resource Business Partners are working
closely with divisional colleagues on a weekly basis to
ensure compliance.

The majority of the Trust’s key Finance and
Procurement systems are outsourced to a third party
and contractual arrangements exist for continuity of
service and resilience. In case of failure, the
department would revert to saved records and manual
systems supported by generic Office software.

Further action is being taken as follows:

1. Address additional short term resource requirements
in Accounts Payable - additional resource in place
supported off site by systems supplier NEP, local
resource being prioritised from within wider finance
team and additional temporary local resource to be in
place from June.

2. Escalation of outstanding issues with system
provider, NEP - including site visit and regular senior
communication between parties

3. Systems optimisation project to create action plan
including engagement and communications roll out -
detailed action plan with sub projects, key milestones
and KPIs. Fortnightly meeting to ensure oversight.
4. Continued focus on cash management actions
through cash committee and divisional cascade

Falls management policy

Safety Huddles

Falls bundles

Vulnerable adult risk assessment and care plan.

Falls monitors,falls beds/chairs, staff visibility on the
wards,

Cohort patients and 1:1 care for patients deemed at
high risk.

Falls collaborative work on wards deemed as high risk;
Staff education.

All falls performance (harm and non harm) reported
and discussed at Divisional PSQB meetings.
Focussed work in the acute medical directorate as the
area with the highest number of falls.

Butterfly scheme.

Delirium assessment

Enhanced care team and assessment process

Safety rails assessment

Falls champions

1. Substantive Biomedical Scientists are working
additional shifts to cover gaps in the rotas.

2. Staff rotas changed to a block pattern for night
shifts.

3. All substantive vacancies are being advertised and
gaps backfilled with locum staffing.

4. Staff development plan in place for training
Biomedical Scientists

5. Existing business continuity plan in place

12/14

In December 2017, the Trust's key finance ledger system
and procurement ordering system went through an upgrade
with the existing supplier, North East Patches (NEP). The
system changeover adversely affected functionality in a
number of areas. Many of the initial issues have been
resolved but the residual system issues cause potential
operational risk to the Trust's ability to maintain supply of
goods and services essential to operational performance
and safety.

84x2

The key issues are:

- the slower speed of processing invoices for payment
which has generated a backlog of outstanding invoices,
compounded by the additional volume of queries into the
department that this is generating

- the lack of a system automated reminder to the
requisitioners of goods within the Trust meaning that
receipting is not being completed in a timely manner to
allow for payment to be made

- these issues are compounded by the Trust's ongoing
challenges of cash availability meaning that payments are
having to be prioritised (See Risk ref 6968)

Insufficient uptake of education and training of nursing staff, 124 x 3
particularly in equipment.

On occasion staffing levels due to vacancies and sickness.
Inconsistent full multifactorial clinical assessment of patients
at risk of falls.

Inconsistency to recognise and assess functional risk of
patients at risk of falls by registered practitioners.
Environmental challenges in some areas due to layout of
wards.

Failure to use preventative equipment appropriately.

Low levels of staff training.

Failure to implement preventative care.

Limited amount of falls prevention equipment.

Increased acuity and dependency of patients

Lack of access to falls prevention training for agency staff.

1 & 2. Substantive Biomedical Scientists are working
additional shifts on a voluntary basis with no obligation to
provide cover and over a sustained period of time with no
imminent resolution.

3. Delay in recruiting locums due to impact of Flexible
workforce procedures.

4. Staff development plan for trainees is compromised and
time scale lengthened, due to reduced levels of trainers
present during core hours as a result of additional shift
commitments.

5. Business continuity plan has not had a recent test with
relevant stakeholders - further work required to establish
contingency plan if rota was unfilled at any point in time.

N X B~ o

across all the training offerings.

July 2018

A paper went to EB on 28 June giving current compliance for the
Trust as a whole, by division and by directorate. Work to improve
compliance includes HRBP's liaising closely with senior colleagues
on a weekly basis, updated compliance on the intranet and a
communications plan to include screensavers and a message in
CHFT weekly.

August 2018

A proforma has been designed to process requests for additional
role specific training to be added to the list. Any such requests
affecting clinical staff will be reviewed by the nursing & midwifery
practice committee and a decision reached. This should help to
provide some rigor and consistency around managing the list of
role specific essential training.

oE|

July update:

1. Additional temporary resource is in place in Accounts Payable,
with further capacity being sought in addition to off-site processing
support to address invoice backlog. A number of material cash
receipts have been pursued and will be received in July, this will
further ease the Trust's ability to catch up on payment timescales
and reduce the additional pressure brought about through creditors
chasing payment
2. Regular communication remains in place at a Senior level with
the system supplier. A number of residual issues impacting system
effectiveness will only be resolved on a further upgrade to the
system which is in testing with an expectation of go live in late
summer / early autumn.

3. Systems optimisation plan, 'Silver Lining Project' progressed
with some improvements now in place and others in train. A key
action to close is the implementation of agency pre-approval
through the Allocate system which requires wider operational
involvement.

4. A'Go See' knowledge exchange is planned with York Teaching

Hospitals who are in a similar position.

4. Raising of cash awareness on-going.

810z-bny

August 2018
no update

July 18

trust wide falls action plan to go to Falls collaborative meeting 17th
july to be approved

Falls awareness week - aiming to reinvigorate falls champions and
invite to falls collaborative meeting

no change in risk level

g08d
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August 2018

Falls incidents and harm incidents have remained at a similar level
in July with one harm fall reported. Falls collaborative work
continues with a number of initiatives continuing. Risk rating
reviewed and considered unchanged.

3. Understand blockers to the recruitment process and determine
options to expedite the process.

aa
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5. Organise a test for Business continuity plan with relevant
stakeholders. Update 12/1/2018- BCP test planning meeting
arranged for 15th Jan. Planning actual test for last week Feb 2018

June 2018

Test of BCP in department being planned

Staff training plan underway

The risk is expected to be mitigated or lowered once an additional
three staff are on the shift.

1 staff member is now requesting shifts for September another is
starting transfusion training Next week for 3 months. Expected to
be available for shifts in September, another staff member is
expected back from Mat leave Sept. will need re-assessment of
competence before back on shift. Expectation October

Senior manager are now analysing the training plan to identify any
support to expedite.

July 2018 - Risk presented at PRM 4/7/18. Department to prepare
3R report and meeting with senior managers to look for options to
mitigate risk earlier than 2020

August 2018 - no change
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Risk of: unnecessary repeat specimen
collections (same EPR order) or rejected
Specimens (incorrect EPR order used)

Caused by: Failure to follow procedures in
EPR at point of specimen collection. (not
clicking collected)

Resulting in: increased patient harm
through repeat specimen collections and
subsequent delays in patient care

Potential risk of compromising patient
safety, caused by failure to correct
procedures for Blood Transfusion sample
collection and labelling (WBIT) and
administration of blood could result in
patient harm in the event that the patient
receives the wrong blood type (Never
Events List 2015/16 NHS England).

Service Delivery Risk

There is a risk of patient harm due to
challenges recruiting to vacant posts at
consultant interventional radiologist level
resulting in an inability to deliver hot week
interventinonalist cover on alternate
weeks in collaboration with Bradford
Teaching Hospitals FT.

There is a risk to patient safety, outcome
and experience due to inconsistently
completed documentation

This can also lead to increased length of
stay, lack of escalation when deterioration
occurs, poor communication difficulties
with efficient multidisciplinary working.

1.Ward patients- the lab phones and requests new
order to be sent down (samples processed)

2.0ut patients- if there is a location sticker the lab will
phone and find out if bloods required- if so new order
with barcodes requested by lab (samples processed)

- Evidence based procedures, which comply with
SHOT guidance.

- Quality Control systems in the laboratory so that
samples with missing, incorrect or discrepant patient
ID details are rejected.

- Training for relevant staff (Junior Doctors supported
with additional targeted training as they enter the
Trust).

- Solution identified and purchased - currently for
implementation from August 2018. This solution will
mitigate the current risk in full.

1wte substantive consultant in post
Ad-hoc locums supporting the service
Continue to try to recruit to vacant posts

Structured documentation within EPR.

Training and education around documentation within
EPR.

Monthly assurance audit on nursing documentation.
Doctors and nurses EPR guides and SOPs.
Datix reporting

Appointment of operational lead to ensure digital
boards focus on this agenda

13/14

1. Not all ward staff have been trained correctly to order
tests in EPR ( see also 3 below)

2.Current lab procedures for allowing the labelling of
samples without the need for disclaimer form is outwith the
minimum data set policy and is facilitating the problem

3. Staff are not clicking collect once they have ordered and
collected specimen- this results in order remaining live in
EPR. (see also 1 above)

4.High volumes of outstanding orders in the system

5. Lab do not have an effective system in place for logging
rejected specimens in APEX or feeding back to users ( Lab
IT system)- lack of awareness by service users of the
number of specimens being rejected or collected incorrectly
6. Additional tests are being routinely added to phlebotomy
lists

7. OP phlebotomy requests are being processed without
appropriate requests - use of duplicates of request forms

Lack of electronic system
Lack of duplicate sampling
Training compliance not at 100%

Failure to secure long term locum support.
Lack of clarity on regional commissioning arrangements
relating to vascular services

Remaining paper documentation not built in a structured
format in EPR- lead Jackie Murphy, via back office team,
December 2018

Establish a CHFT clinical documentation group.- lead
Jackie Murphy timescale December 2017.

Use of reporting tools from EPR with regards to
documentation. To be addressed by clinical documentation
group.

Limited assurance from the audit tool - to be discussed at
clinical documentation group.

There are gaps in recruitment

3
3
X
1
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1. Lab to liaise with EPR trainers g 3

2. comms re use of disclaimer form to be sent out by lab. ‘.’N 8

4. cerner do not have resolution to outstanding worklists- =3

international problem. Lab to continue to monitor situation ®

5. Lab to develop system for logging rejected requests in APEX-

EPR

lab staff to be trained to mark as collected those requests where

barcode has been used and results issued

6. Lab IT to liaise with EPR team to restrict addition of requests

onto the phlebotomy list

7.Comms to clinicians around end-date for lab accepting

inappropriate requests from out patients.( feedback directly to

clinicians on each incorrectly requested test in interim)

July /2018

meeting of key lab staff with AMF and risk presented at the

Midwifery and nursing clinical meeting 4/7/2018. plan for intensive

directed training and a targeted improvement week on major wards

July 2018

August 2018

Ward visits have taken place and meetings (Matrons, Midwifery

and nursing )have taken place with explanations presented by path

leads on the risk. The lab have started to record the repeat

samples within LIMS where possible- for feedback to wards.

Discussions ongoing with senior managers on next steps with this

risk

April 2018 Q 3

Work continues towards implementation of the Haemonetics 5 Q

equipment, however no progress will be made with this risk until 5 ®

implementation of stage 2 (HLB) @

May 2018

Progress has been made and the Trust has agreed to implement

the hand held PDA devices. Training will progress shortly in

preparation of a roll out training scheme for the whole Trust At

present the project is on target. (HLB)

June 2018

Blood track implementation progressing in line with plan. Key

operator training will take place in June and full user training to

commence in July. Go live scheduled for mid-August.

July 2018

Training progressing in line with plan.

August 2018

Blood track implementation ongoing in line with plan

1. Continue to try to recruit to the vacant post; £ 3

2. Progressing a regional approach to attract candidates to work o

regionally; Q

3. Progressing approach to contingency arrangements as a ©

regional-wide response.

June 2018

Locum cover remains in place until October 2018. Trust contacting

NHS England to clarify process timeline for WY model.

July 2018

Locum cover planned in until mid-October. Continuing to pursue

possible recruitment of substantive consultant. No update on

timescales for regional vascular services and currently no support

available from neighbouring Trusts

August 2018

Locum in place until 12th October. Continuing to pursue possible

recruitment of substantive consultant.

Establish clinical documentation group z %
5 @

June 2018 o

The ward assurance process is being tested =Y

The training to improve documentation for nurses has been
planned and is being encouraged, this will be reported to senior
nurse huddle for management

Appointment of operational manager to support digital boards
Clinical posts being recruited to

Training and change team amalgamated to enable focused support

July 2018

The gaps remain in the clinical digital posts; recruitment has
commenced

The training team and change team have amalgamated to become
the digital health team and they are prioritising both training and
change process in order to reduce variation in documenting

There is further roll out planned regarding ward assurance with
further work planned for community settings

August 2018

Appointment made to Chief Nurse Information Officer (CINO) post.
Use of ward assurance tool to review documentation.

Chief Clinical Information Officer (CCIO) and CNIO to revisit the
Clinical Records Group
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Increase use of the Heidelberg OCT machine on Floor IT System Admin to cover OCT, Medisoft, Optos, 93x3 0 Consider an IT Lead for Ophthalmology

2 to spread demand for scans during clinics but Heidleberg and Imagenet systems, the client base, updates 0 OCT gets a good health check from the suppliers - due 17 July
There is a risk of patients with eye requires patients to travel between 2 floors during their and a “go to” person, a silver service engineer dedicated to X 2018.
disease receiving a poor experience and  visit. your department. 0 To consider if Optovue have a newer system to offer - Haag Streit
possible delay due to the Optovue OCT The OCT server ran out of space last August, linked the contacted awaiting repsonse
(Ocular Coherence Tomography) server to the Trusts Storage Area Network and backed up method of clearing up space, and needs a good house cleaning
machines at both Acre Mills and CRH Eye and restored the archive so it is kept on the Trusts larger from within the department
Clinics not functioning to expected levels. area however this only gave the system 6TB more space, CHFT-OCT servers warranty expires within the next financial year(
This is resulting in a slower patient flow even though we have a lot more available to allocate, the 28/03/2019 ), backing up the system for 12TB costs the Trust
through clinics due to the increase time limitation is 16TB per volume. Optovue are unable to use a about £10-15k a year in licensing alone, a new server would be at
taken per scan. 2nd Archive to keep us going and the system is obsolete in least £10k
The machine can "crash" leading to this regard. There is a very high risk impact as the
inability to perform scans and access machines will now allow progression scan s to be reviewed.
historical results for progression of eye A recent performance review identifies the need for a new
conditions to determine management infrastructure otherwise the machines will not function
plans beyond January 2019 due to server storage reached, this

will impact on patient care as unable to receive these
diagnostic scans to monitor progression of their eye
disease.
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Executive Summary

Summary:

The emergency preparedness, resilience and response alongside safety and security of staff, patients,
carers, relatives, visitors and property are a key Trust priority. The delivery of high levels of safety and
security is critical to the delivery of the highest possible standards of clinical treatment and care and CHFT is
committed to improving the environment and sense of overall personal security for those who access our
services and for those who provide those services. CHFT provides specialised services in the Acute
approach.

The Trust Board has a designated Security Management Director and Non-executive Director as required to
discharge the Secretary of State Directions (2004). The Trust also has a designated, accredited and
developed the Resilience and Security Management Specialist (RSM) to provide contracted strategic,
tactical and operational support and advice on security risk management matters for all staff groups.

Security affects everyone who works in the National Health Service. All of those working within the Trust
have a responsibility to be aware of security issues and to assist in preventing security related incidents and
losses. It is the case that we are all accountable all of the time, for the security of ourselves and patients,
visitors and colleagues and property around us. Reduction programmes relating to incident intelligence and
losses relating to violence and aggression, theft or damage will lead to more resources being freed up for
the delivery of clinical care and contribute to engendering and maintaining an environment where everyone
feels safe and secure. Security management is about delivering commensurate, realistic and achievable
improvements and developing good practice into best practice.

CHFT is a category 1 responder under the Civil Contingencies Action 2004 (CCA 2004) so that it can
perform its critical activities in the event of an emergency or business interruption. CCA 2004 states
Categorised 1 responders are required to:-

 Assess the risk of emergencies occurring and use this to inform contingency planning.

« Put in place emergency plans.

¢ Put in place a business continuity management led process to identify and mitigate risks.

« Put in place arrangements to make information available to the public about civil protection matters and
maintain arrangements to warn, inform and advise the public in the event of an emergency. Share
information with other local responders to enhance co-ordination.

« Co-operate with other local responders to enhance co-ordination and efficiency.

The contents of this report reflect the complete commitment of the Board to achieving the safest possible
environments in which to deliver quality health care services. It details the work of the Resilience and
Security Management Specialist for the period 1 June 2017 to 31 March 2018 and reflects the outcomes
that have occurred during this reporting period.

| am pleased to recommend this report for the approval of the Trust Board.

Lesley Hill

Director of Estates, Facilities & Planning

Security Management Director (SMD) & Accountable Emergency Officer (AEO)
Calderdale & Huddersfield NHS Foundation Trust

Main Body

Purpose:
For approval of the Trust Board.

Background/Overview:

CHFT is a category 1 responder under the Civil Contingencies Action 2004 (CCA 2004) so that it can
perform its critical activities in the event of an emergency or business interruption. CCA 2004 states



Categorised 1 responders are required to:-

* Assess the risk of emergencies occurring and use this to inform contingency planning.

« Put in place emergency plans.

» Put in place a business continuity management led process to identify and mitigate risks.

« Put in place arrangements to make information available to the public about civil protection matters and
maintain arrangements to warn, inform and advise the public in the event of an emergency. Share
information with other local responders to enhance co-ordination.

« Co-operate with other local responders to enhance co-ordination and efficiency.

The Issue:

The contents of this report reflect the complete commitment of the Board to achieving the safest possible
environments in which to deliver quality health care services. It details the work of the Resilience and
Security Management Specialist for the period 1 June 2017 to 31 March 2018 and reflects the outcomes
that have occurred during this reporting period.

Security and Preparedness matters need to be considered by all staff as an integral part of their role and as
a major factor in how we deliver specialised services to in a safe and secure manner, for the future.

Next Steps:
Transforming and improving patient care.

Recommendations:
The Board is asked to approve this report.

Appendix

Attachment:
CHFT SRM Final Report Draft 2018.pdf



https://bpaper.cht.nhs.uk/public/papers/1123/appendix/5b7be00d68a7b1.20400289
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FOREWORD AND EXECUTIVE SUMMARY

The emergency preparedness, resilience and response alongside safety and security of staff,
patients, carers, relatives, visitors and property are a key Trust priority. The delivery of high levels of
safety and security is critical to the delivery of the highest possible standards of clinical treatment
and care and CHFT is committed to improving the environment and sense of overall personal
security for those who access our services and for those who provide those services. CHFT provides
specialised services in the Acute approach.

The Trust Board has a designated Security Management Director and Non-executive Director as
required to discharge the Secretary of State Directions (2004). The Trust also has a designated,
accredited and developed the Resilience and Security Management Specialist (RSM) to provide
contracted strategic, tactical and operational support and advice on security risk management
matters for all staff groups.

Security affects everyone who works in the National Health Service. All of those working within the
Trust have a responsibility to be aware of security issues and to assist in preventing security related
incidents and losses. It is the case that we are all accountable all of the time, for the security of
ourselves and patients, visitors and colleagues and property around us. Reduction programmes
relating to incident intelligence and losses relating to violence and aggression, theft or damage will
lead to more resources being freed up for the delivery of clinical care and contribute to engendering
and maintaining an environment where everyone feels safe and secure. Security management is
about delivering commensurate, realistic and achievable improvements and developing good
practice into best practice.

CHFT is a category 1 responder under the Civil Contingencies Action 2004 (CCA 2004) so that it can
perform its critical activities in the event of an emergency or business interruption. CCA 2004 states
Categorised 1 responders are required to:-

Assess the risk of emergencies occurring and use this to inform contingency planning.

Put in place emergency plans.

Put in place a business continuity management led process to identify and mitigate risks.

Put in place arrangements to make information available to the public about civil protection
matters and maintain arrangements to warn, inform and advise the public in the event of an
emergency. Share information with other local responders to enhance co-ordination.

o Co-operate with other local responders to enhance co-ordination and efficiency.

The contents of this report reflect the complete commitment of the Board to achieving the safest
possible environments in which to deliver quality health care services. It details the work of the
Resilience and Security Management Specialist for the period 1 June 2017 to 31 March 2018 and
reflects the outcomes that have occurred during this reporting period.

| am pleased to recommend this report for the approval of the Trust Board.

Lesley Hill

Director of Estates, Facilities & Planning

Security Management Director (SMD) & Accountable Emergency Officer (AEO)
Calderdale & Huddersfield NHS Foundation Trust



INTRODUCTION
NHS PROTECT - SECURITY RISK MANAGEMENT

Introduction

In December 2003, the Secretary of State and Lord Warner launched the security management
strategy, ‘A Professional Approach to the Management of Security in the NHS’. The main objective of
this strategy is the delivery of an environment, for those who work in or use the NHS that is properly
secure so that the highest standards of clinical care can be made available to patients. The directions
on security management measures create the structure required to implement the strategy and
define the roles and responsibilities of health bodies and NHS Protect. A key element of the structure
was the introduction of the Resilience and Security Management Specialists (RSM) in each health
body. The RSM is the focal point for the local delivery of professional and inclusive security
management work carried out to a high standard within a national framework, supported by
appropriate, relevant guidance and advice from NHS Protect.

NHS Protect

The Security Management Service joined with the Counter Fraud Service and was launched in April
2003 and has policy and operational responsibility for the management of security in the NHS. This
work is broadly defined as the protection of people and property in the NHS. Work on protecting
people — tackling violence against staff — is already underway supported by a separate set of
directions that created a national framework for this work and which introduced a number of key
practical measures. During 2012, NHS Protect re-launched its anti-crime strategy.

NHS Protect leads on work to safeguard NHS staff, patients and resources. It will meet the challenges
facing the NHS, with the emergence and development of the new NHS delivery framework. We aim
to provide increased levels of support, guidance and advice by improving the management of
information and the delivery of anti-crime intelligence.

Crime can be prevented and reduced by targeting and co-ordinating work effectively, building in
anti-crime measures at all stages of national and local policy development, and reflecting wider
government initiatives where appropriate. To enable compliance with the NHS Standard Contract,
NHS Protect will provide a Crime Risk Assessment Toolkit, we will set standards for tackling crime
across NHS funded services and we will use an evaluation model to assess the effectiveness of
prevention activity and improve future proactive work.

NHS Protect Anti-Crime Strategy

Given the backdrop of reform within the NHS, NHS Protect need to continuously improve anti-crime
provision to safeguard the NHS for the future. In order to ensure this continuous improvement, NHS
Protect has five strategic aims:

e To provide national leadership for all NHS anti-crime work by applying an approach that is
strategic, co-ordinated, intelligence-led and evidence based.

e To work in partnership with the Department of Health, commissioners and providers, as
well as our key stakeholders, such as the police, the CPS, local authorities and professional
organisations such as the National Fraud Authority and the Cabinet Office Counter Fraud



Task Force, to coordinate the delivery of our work and to take action against those who
commit offences against the NHS.

e To establish a safe and secure environment that has systems and policies in place to:
protect NHS staff from violence, harassment and abuse; safeguard NHS property and assets
from theft, misappropriation or criminal damage; and protect resources from fraud, bribery
and corruption.

e To lead, within a clear professional and ethical framework, investigations into serious,
organised and/or complex financial irregularities and losses which give rise to suspicions of
theft, fraud, bribery or corruption.

e To quality assure the delivery of anti-crime work with stakeholders to ensure the highest
standard is consistently applied.

In order to reduce crime, it is necessary to take a multi-faceted approach that is both proactive and
reactive. We advocate the adoption of three key principles designed to minimise the incidence of
crime, and to deal effectively with those who commit crimes against the NHS. These principles apply
across the sector, at national and local and at strategic and operational levels. The three key
principles are:

e Inform and involve those who work for or use the NHS about crime and how to tackle it.
NHS staff and the public should be informed and involved with a view to increasing
understanding of the impact of crime against the NHS. This can take place through
communications and promotion such as public awareness campaigns and media
management. Working relationships with stakeholders will be strengthened and maintained
through active engagement. Where necessary, we will all work to change the culture and
perceptions of crime so that it is not tolerated at any level. NHS Protect provides the tools to
those who tackle crime so that they are equipped to deliver this strategy at the local level.
We will also provide local specialists with the information and intelligence they need in
order to be able to detect and investigate crime.

e Prevent and Deter crime in the NHS to take away the opportunity for crime to occur or to
re-occur and discourage those individuals who may be tempted to commit crime. Successes
will be publicised so that the risk and consequences of detection are clear to potential
offenders. Those individuals who are not deterred should be prevented from committing
crime by robust systems, which will be put in place in line with policy, standards and
guidance developed by NHS Protect.

e Hold to account those who have committed crime against the NHS. NHS Protect will
professionally train specialists who tackle crime and ensure they continue to meet the
required standard. Crimes must be detected and investigated, suspects prosecuted where
appropriate, and redress sought where possible. Where necessary and appropriate, this
work should be conducted in partnership with the police and other crime prevention
agencies. In relation to economic crime, investigation and prosecution should take place
locally wherever possible. NHS Protect will deal with cases which are complex or of national
significance through the National Investigation Service. Where recovery of monies lost to
crime is viable, this should be pursued. In relation to crimes against NHS staff, criminal
damage or theft against NHS property, investigation and prosecution should be undertaken
in liaison with the police and CPS or where necessary NHS Protect. NHS funded organisations



will need to meet the relevant standards when tackling crime, and will be responsible for
ensuring that they do so, supported by NHS Protect’s quality assurance process.

NHS ENGLAND — EMERGENCY PREPAREDNESS RESILIENCE & RESPONSE (EPRR)

Introduction

The NHS needs to be able to plan for and respond to a wide range of incidents and emergencies that
could affect health or patient care. These could be anything from extreme weather conditions to an
infectious disease outbreak or a major transport accident or a terrorist act. This is underpinned by
legislation contained in the CCA 2004 and the NHS Act 2006.

Emergency Preparedness

The extent to which emergency planning enables the effective and efficient prevention, reduction,
control, mitigation of, and response to emergencies.

Resilience

Ability of the community, services, area or infrastructure to detect, prevent and, if necessary, to
withstand, handle and recover from disruptive challenges.

Response

Decisions and actions taken in accordance with the strategic, tactical and operational objectives
defined by emergency responders.

Emergency
Under Section 1 of the CCA 2004 an “emergency” means;

“(a) an event or situation which threatens serious damage to human welfare in a place in the
United Kingdom;

(b) an event or situation which threatens serious damage to the environment of a place in
the United Kingdom;

(c) war, or terrorism, which threatens serious damage to the security of the United
Kingdom”.

Incident categorisation

For the NHS, incidents are classed as either:

e Business Continuity Incident
e  Critical Incident
e Major Incident

Each will impact upon service delivery within the NHS, may undermine public confidence and require
contingency plans to be implemented. NHS organisations should be confident of the severity of any
incident that may warrant a major incident declaration, particularly where this may be due to



internal capacity pressures, if a critical incident has not been raised previously through the
appropriate local escalation procedure.

Business Continuity Incident

A business continuity incident is an event or occurrence that disrupts, or might disrupt, an
organisation’s normal service delivery, below acceptable predefined levels, where special
arrangements are required to be implemented until services can return to an acceptable level. (This
could be a surge in demand requiring resources to be temporarily redeployed).

Critical Incident

A critical incident is any localised incident where the level of disruption results in the organisation
temporarily or permanently losing its ability to deliver critical services, patients may have been
harmed or the environment is not safe requiring special measures and support from other agencies,
to restore normal operating functions.

Major Incident

A major incident is any occurrence that presents serious threat to the health of the community or
causes such numbers or types of casualties, as to require special arrangements to be implemented.
For the NHS this will include any event defined as an emergency.

Types of incident

The following list provides commonly used classifications of types of incident. This list is not
exhaustive and other classifications may be used as appropriate. The nature and scale of an incident
will determine the appropriate Incident Level.

e Business continuity/internal incidents — fire, breakdown of utilities, significant equipment
failure, hospital acquired infections, violent crime

e Big bang —a serious transport accident, explosion, or series of smaller incidents

e Rising tide — a developing infectious disease epidemic, or a capacity/staffing crisis or
industrial action

e Cloud on the horizon — a serious threat such as a significant chemical or nuclear release
developing elsewhere and needing preparatory action

e Headline news — public or media alarm about an impending situation, reputation
management issues

e Chemical, biological, radiological, nuclear and explosives (CBRNE) — CBRNE terrorism is the
actual or threatened dispersal of CBRN material (either on their own or in combination with
each other or with explosives), with deliberate criminal, malicious or murderous intent

e Hazardous materials (HAZMAT) — accidental incident involving hazardous materials

e Cyber-attacks — attacks on systems to cause disruption and reputational and financial
damage. Attacks may be on infrastructure or data confidentiality

e Mass casualty — typically events with casualties in the 100s where the normal major incident
response must be augmented with extraordinary measures



Statutory requirements & underpinning principles of EPRR

Under the NHS Constitution the NHS is there to help the public when they need it most, this is
especially true during an incident or emergency. Extensive evidence shows that good planning and
preparation for any incident saves lives and expedites recovery. All NHS funded services must
therefore ensure they have robust and well tested arrangements in place to respond to and recover
from these situations.

Statutory requirements under the Civil Contingency Act, 2004 (CCA)

The CCA 2004 specifies that responders will be either Category 1 (primary responders) or Category 2
responders (supporting agencies). Category 1 responders are those organisations at the core of
emergency response and are subject to the full set of civil protection duties:

e assess the risk of emergencies occurring and use this to inform contingency planning

e putin place emergency plans

e putin place business continuity management arrangements

e putin place arrangements to make information available to the public about civil protection
matters and maintain arrangements to warn, inform and advise the public in the event of an
emergency.

e share information with other local responders to enhance co-ordination

e cooperate with other local responders to enhance co-ordination and efficiency

Category 1 responders for health are:

e Department of Health (DH) on behalf of Secretary of State for Health (SofS)
e NHS England

e Acute service providers

e Ambulance service providers

e Public Health England (PHE)

e local authorities (Inc. Directors of Public Health (DsPH))

Category 2 responders are critical players in EPRR who are expected to work closely with partners.
They are required to cooperate with and support other Category 1 and Category 2 responders. They
are less likely to be involved in the heart of planning work, but will be heavily involved in incidents
that affect their own sector. Category 2 responders have a lesser set of duties - co-operating and
sharing relevant information with other Category 1 and 2 responders.

Underpinning principles for NHS England EPRR

a) Preparedness and Anticipation — the NHS needs to anticipate and manage consequences of
incidents and emergencies through identifying the risks and understanding the direct and indirect
consequences, where possible. All individuals and organisations that might have to respond to
incidents should be properly prepared, including having clarity of roles and responsibilities, specific
and generic plans, and rehearsing arrangements periodically. All organisations should be able to
demonstrate clear training and exercising schedules that deliver against this principle.



b) Continuity — the response to incidents should be grounded within organisations’ existing
functions and their familiar ways of working — although inevitably, actions will need to be carried out
at greater pace, on a larger scale and in more testing circumstances during response to an incident.

c) Subsidiarity — decisions should be taken at the lowest appropriate level, with coordination at the
highest necessary level. Local responders should be the building block of response for an incident of
any scale.

d) Communication — good two way communications are critical to an effective response. Reliable
information must be passed correctly and without delay between those who need to know,
including the public.

e) Cooperation and Integration — positive engagement based on mutual trust and understanding
will facilitate information sharing. Effective coordination should be exercised between and within
organisations and local, regional and national tiers of a response. Active mutual aid across
organisational, within the UK and international boundaries, as appropriate, is responsive and
reactive.

f) Direction — clarity of purpose should be delivered through an awareness of the strategic aim and
supporting objectives for the response. These should be agreed and understood by all involved in
managing the response to an incident in order to effectively prioritise and focus the response. A
strong capacity in NHS England to oversee the health service working.

Statutory requirements applicable within the NHS Act 2006 (as amended)

The NHS Act 2006 (as amended) requires NHS England to ensure that the NHS is properly prepared
to deal with an emergency. CCGs, as local system leaders, should assure themselves that their
commissioned providers are compliant with relevant guidance and standards and they are ready to
assist NHS England in coordinating the NHS response.

The key elements are contained in Section 252A of the NHS act 2006 (as amended) and are:

a) NHS England and each CCG must take appropriate steps for securing that it is properly
prepared for dealing with a relevant emergency

b) NHS England must take steps as it considers appropriate for securing that each CCG and
each relevant service provider is properly prepared for dealing with a relevant emergency

c) The steps taken by NHS England must include monitoring compliance by each CCG and
service provider; and

d) NHS England must take such steps as it considers appropriate for facilitating a
coordinated response to an emergency by the CCGs and relevant service providers for which
it is a relevant emergency.

A “relevant emergency” is defined as:

e In relation to NHS England or a CCG: any emergency which might affect NHS England or the
CCG (whether by increasing the need for the services that it may arrange or in any other
way);

e In relation to a relevant service provider: any emergency which might affect the provider
(whether by increasing the need for the services that it may provide or in any other way).



Designation of the Resilience and Security Management Specialist (RSM)/EPRR)

The Director of Estates, Facilities and Planning is the nominated Security Management Director
(SMD) and Accountable Emergency Officer (AEO) Ms L Hill and the nominated executive director
(NED) is presently nominated.

lan Kilroy is presently the designated Trust Resilience & Security Management Specialist.

It is essential that the RSM continues with professional development, in order to keep up to date
with developments in security management and attends quarterly regional meetings and training
sessions with the NHS Protect, Yorkshire & Humberside Security Management Group, NHS England
Core Standards, West Yorkshire Acute Trust Emergency Planning Practitioners Group and National
Associated Healthcare Security Forums.

The Trust RSM responsibilities are broad, but nationally dictated priority areas of action have been
identified and are outlined within the annual work plan as follows:

e NHS Protect Security Management Standards — Assurance Framework
e NHS Prevent operational lead

e  Significant Security Incident Investigations

e  Security Management Audits

e  Police Liaison

e Anti- crime risk profile

e  Security Risk Register

e  Security Design advice on Capital Estates Projects

e NHS England Emergency Preparedness, Resilience and Response
e  Business Continuity Management System

e Integrated Emergency Management

e  (Crisis and Disaster Management

e NHS England Core Standards

e  Civil Contingency Act 2004
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Action Plan & Progress update — GAP Analysis completed Sep 2016

Emergency Preparedness, Resilience and Response (EPRR) & Security Risk Management

(SRM)
EPRR Identified topics Progression Planned
Completion
Date
Strategic Leadership in Developmental Course is developed for Director and | Sep 2018
Crisis (SLiC) Senior OCM Group. Training delivered by Cabinet
Office identified lead and RSM. 2 dates agreed. Jun-
Jul 2018. Additional event planned for Sep 2018
E-Learning Dynamic — Designed and manufactured for high proportions of | Completion
Developmental Training identified staff to respond to business continuity aimed at July
Courses disruptions, critical incidents and declared major 2018.
incident catalogues. Draft versions of topics Implementation
Major Incident — Flow developed. Meeting with WOD determined. of training

Management, Business
Continuity Management,

Progression with Dynamic

events planned.
Commence in

Loss of Power, IT Disaster Aug 2018 in
Recovery, HAZMAT, agreed stages
Conflict Resolution before April
Training 2019

NHS England EPRR Core Reviewed and completed. Positions being assessed. | Instigated fresh

Standards

Met with Head of EPRR, NHS England to brief

standards in Jul
2018.
Completion as

required
following NHS
England
requirements
Joint Emergency Services | Agreed. Organised and ordered. To be issued to Completed
Interoperability staff at Exec/SMOC levels guidance
Programme (JESIP) - booklets. To be
Commander and All Staff implemented
Aide Memoir through
different events.
Apr 2018
Specialised Incident Re written. Awaiting Pan Flu, OPEL, Mass Majority
Response Plans — Flood, Casualties. Targeted by next financial phase completed.
Severe Weather, Require
HAZMAT, Fuel Disruption, implementation

11




EPRR, BCM, Evacuation,
Lockdown and Major
Incident Plan

of Mass
Casualties, OPEL
and Pandemic
Flu completion
forecasted
before Apr 2019

Chemical, Biological,
Radiation, Nuclear
Explosives (CBRNE) /
Hazardous Material
(HAZMAT)

Working Group set up for 5 Jan 2018. Training
identified for PRPS and HAZMAT. Suit training
delivered on 17 & 18 Apr 2018. Tent training
developed for 30 May 2018. USB shared. Plan
drafted. HO Aide Memoire printed and available. ED
Staff programme being developed

Completion of
Tent, Suit,
Guidance
booklets,
Incident
Response Plan,
DVD, E-Learning
completion.
Require staff
group identified
and mandatory
training package
agreed for ED
staff Group. Sep
2018 required

YAS Audit — HAZMAT
Group

HAZMAT Working Group established. Action plan
programmed.

HAZMAT Group
programme
continues

Security & Resilience
Governance Group

Terms of Reference

Security & Resilience Governance Group (SRGG)
established. Agreed with H&S Committee. To set up
meetings

Meeting
commenced in
May 2018. To
commence every
2-3 months
throughout

Non-Executive Director -
SRGG

Identified. Meeting to be confirmed

Completed May
2018

Table Top Exercises
completed — THIS, Winter,
Medical Gases, FSS, WOD,
Pathology, EPR

Simulation Based
Exercises completed —
Emergo Mohawk, Argus

Ongoing for Radiology, Community, Medical Wards,
Surgery, E&F, ISS/Engie

Achieved.
Further events
to follow on an
annual basis
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Business Continuity
Management — Liaison
with Surgery, Medical,
ICU, E&F, Radiology, ISS

Progressing. Internal plans reviewed. Database
developed and co-ordinates Trust position

To continue

UC Liaison — On Call Training for On Call Management and JESIP To be agreed
Management & HAZMAT | prepared. Awaiting update
Loggist Training RSM topic identified. PHE qualified staff. Training To be developed

schedule to be agreed

Resilience Support Officer

Job description written. Role identified. EPC
attended for Tactical Command Group, Exercise
Emergency Plans. Table Top Exercises supported.

To continue and
develop

Strategic Tactical & Printed and completed prepared for SLiC Completed 2018
Operational Guidance
Handbooks
EPRR Internal web page Designed and developed. On site for sharing Completed
information and sources of support mechanisms to | March 2018
On Call Management
Resilience Direct External secure web site to be completed To be developed
Apr 2019
Security Risk Management Update
Progression Update Planned

completion date

CRT — Conflict Resolution

Training is mandatory
package and being
reviewed. Other

information available

Pl — Physical Intervention
Training identified for
high risk group of staff

Dynamic is designing and developing new package
for topic of mandatory identified staff

Training dates have been agreed. Jun 2018- Jul
2019

Aug 2018

Implemented. To
be followed until
Jun 2019 for
reflection
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Lockdown — Resilience
plan  developed and
connect to security
systems. Project Artemis

Security Management
Strategy — S1 on internal
website.

SRM  Web page -
Developed Security Risk
Management topic

Security Officers — Raising
portfolio on words about
restraint, force, secure
conditions and support to
Trust staff

‘Pin-Point’ — Staff attack
alarm  systems  being
reviewed within ED at
HRI/CRH

CCTV - HRI reviewed and
developmental in place
for disclosure

AACS — Automated Access
Control Systems being

amended to high risk
areas
Lock doors — Joint

Clinical/Security audit to
be completed at HRI/CRH

Project Argus — Counter
Terrorism delivered at

Exec Board level — See
report
Project Griffin -

Developed concerning
domestic and extremism
for NHS Staff to identify

Connected E&F, ED and other services to
understand portfolios. To be progressed

S1 written. Delivered to Exec Board on 17 Jan 2018.
Update in upcoming year to concentrate on
specialised Security Management procedures

Developed. For progress

Single Points of Contact established. To be
continued

Contact made with E&F & ED colleagues. To be
continued

Prior discussions identified areas requiring
amendments. Work in progress. Procedure required

Reviewed and progress required with E&F
colleagues

Meeting and surveys scheduled. HRI completed.
CRH to be completed

ACT to be developed and introduced on E-Learning
package

See above attached

Sep 2018

Apr 2019

Completed
implementation

Completed

Apr 2019

Apr 2019

Completed
implementation.
To be continued

Dec 2018

Oct 2018

Nov 2018
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and community
partnership group

Police Liaison — WY Police

PCSO workshops for staff

DATIX Security
Intelligence — Developed
system to capture
incident  reports and
response to situations

JDM - Joint Decision
Model aide memoire

‘Respect Us’ Posters

Not Part of the Job
(NPOJD)

Safe room in
ED@HRI/CRH — Identified
and  developed into
secure areas

Protective Security

Intelligence Assessment —
Tool to use Centre for the
Protection of National
Infrastructure

Workshops delivered. Continual

As above

Developed and work in progress. H&S Committee
established and Safe Guard Committee figures
updated regularly.

To be designed

Designed and printed. To be issued to multiple site
areas

Designed and printed available to all groups for

information

Work in progress

To be revealed

Continues

Continues

Completed
implementation.
To continue
development

Apr 2018

Completed

Completed

Aug 2018

Sep 2018
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PROPOSED PRIORITY AREAS OF ACTION

Violence Reduction Programme

CHFT IS committed to minimising the risk of physical and non-physical assaults against its staff. The
RSM will focus efforts on the development of a violence reduction strategy and subsequent work
streams that compliments the Health & Safety Committee.

Asset Management & Protection

All those who work in, provide or use services in the NHS have a collective responsibility to ensure
that property and assets that support service delivery are properly secure. Reviews have been
conducted for the security of property and assets this will be progressed further through the forth
coming year.

Security Incident Reporting System (SIRS)

Presently, CHFT is continually piloting the introduction of SIRS through externally exporting the
physical assault data only. As the Trust are a DATIX vendor, we are assisting NHS Protect with
development of software analysis.

Conflict Management and Physical Intervention Training

Aggression Management is a fundamental learning outcome for all staff operating within the
organisation based on a mandatory training needs analysis. There is a variety of specialised
programmes based upon associated and reasonably foreseeable risk. All front line staff who
undertake the conflict management programme meet and exceed the national requirement for NHS
Protect. Additional, disengagement, holding, enhanced interventions is delivered based on training
needs analysis and documented risk factors.

Managing Lone Working

There are a small number of staff working out of community services that have been risk assessed as
lone working and as such as a control measures are in place and commensurate to the risk faced.
Staff had been issued with the lone worker device as part of the national procurement process. This
has been subsequently removed as part of a risk based approach and robust assessment criteria.

Specialist Incident Response Plans

Focus upon the identified IRP is relevant with regards to understanding, testing and practicing the
plan. Additionally, obvious connections to NHS England EPRR core standards; is crucial to the CCA
2004.

Business Continuity Management

The efforts to improve the position is refreshing with the TTE approaches to service disruption tests
alongside identified areas. Work for progression is the identified annual work programme and the
identification of high risk areas.
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Risk Assessment/Register Process

Plans require documentation and storage of the IRP to the system. Following Register requires
update, development and monitoring the situation. Anticipation and assessment are crucial

processes for the critical infrastructures.

Training & Exercising Practices

Continuation of the events is engrained and requires embedding into the service within CHFT. All
areas require connection but needs communicated effort to raise portfolio.

Professional & Service Development

The RSM has attended regional meetings with other RSM throughout the Yorkshire and Humberside.
Other Seminars including ACPO Prevent national conference were attended. Additional, multiple
Emergency Planning events involving Local Authorities, WY Fire and Rescue, Public Health England
and Clinical Commissioning Group exercises.

The RSM is also an active member in the following professional institutes:

e National Association of HealthCare Security

e Emergency Planning Society

e |Institute of Conflict Management

e Emergency Planning College — Strategic Crisis Management
e Emergency Planning College — Exercising Emergency Planner
e International Association of Trainers in Anger Management
e Home Office - Project Griffin/Argus/ACT Trainer Course

e Public Health England — Loggist Instructor/Trainer Course

Priorities moving forward

This reporting period evidences the continuing progress that CHFT has demonstrated. Through the
designated RSM provision to support and promote a safe and secure environment for all staff,
service users, carers, visitors and contractors, the organisation illustrates its compliance with internal
and external frameworks. Significant progress has been made and will continue; in particular the
following priorities are identified.

e The RSM to continue the role following the agreed work plan for 2018/2019.

e The RSM to develop to establish and promote measures for crime reduction and effective
security risk management in addition to resilience and business continuity management.

e The RSM will continue to conduct crime reduction surveys/security threat assessments on
premises and systems of work, as requested.

e The RSM to continue as a priority, supporting staff who are victims of assault and consult

and advise on the management of violent and aggressive service users and to continue to
support staff who are victims of other crimes.

17



e The RSM will continue to investigate security risk incidents, in conjunction with
organisational management and external agencies.

o The RSM will be responsible for producing the annual report and work plan in compliance
with NHS National contract for service provider’s directives.

e The RSM will continue to develop and maintain networks, links and training that support the
role and the roles of the Trust.

SUMMARY

| am proud to announce that CHFT is continuing to work to mitigate the security management risks
and emergency preparedness faced by the organisation. As services are reviewed and develop,
along with new ways of working, it will be extremely important that issues surrounding the security
of all the Trust assets and contingency approaches, but particularly its staff, are taken into
consideration, to ensure that maximum benefit is gained from changes to the organisation, its
structure and how services are delivered.

Security and Preparedness matters need to be considered by all staff as an integral part of their role
and as a major factor in how we deliver specialised services to in a safe and secure manner, for the
future.

lan Kilroy (Original signed)

lan Kilroy

BSc (Hons) Dip.SP&C Dip.HEP ASMS MICM MIATAM
Resilience & Security Management Specialist
Calderdale & Huddersfield NHS Foundation Trust
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Executive Summary

Summary:

Main Body

Purpose:

The purpose of the supporting papers is to provide the Board with an overview of the Civil Contingencies Act
2004 and provide a current position statement following the self-assessment against NHS England national
standards for emergency preparedness, resilience and response (EPRR), additionally relating to business
continuity matters. This highlights areas of work and consolidates a resilience footprint across the wider
health economy. The supporting information details are:-

« NHS England 2018-2019 - Core Standards self-review document

« Statement of Compliance against the core standards

« Agreed action improvement plan to develop the current profile to agreed standards

* CHFT's EPRR Strategy detailing how CHFT embeds the EPRR process within core business activity

Background/Overview:

EPRR Standards Version 6 have developed progressively to self-review changing aspects of EPRR
landscape. CHFT has routinely complied with the direction for submission.

Overview of this year's standards against current EPRR portfolio practice is that there are similar significant
pieces of work required following from the previous submission. The compliance level would be proposed
Substantial with the caveat of fully implementing the associated improvement/action plan. There has been
significant improvements since previously submitted.

The Issue:

Issues relating to refreshed specialised Incident Response Plan requiring development or continuing review.
Training needs analysis associated with crisis and emergency management training for management layers
in the Trust. Testing and exercising formalised and Trust owned plans to demonstrate compliance with
categorised responder status under the statutory guidance of the Civil Contingencies Act 2004 and NHS
England Guidance

Next Steps:

To approve:-

Core standards gap analysis

Statement of compliance “Substantial”

Core standards improvement/action plan

CHFT’s EPRR strategy approach — Training, Exercises, Plans, Tests, Development

Recommendations:

For the Board of Directors to support the full agenda throughout the Trust on the EPRR Strategy portfolios
suggestions as detailed in the next steps.

Appendix 1 — Statement of Compliance
Appendix 2 — Core Standards Improvement/Action Plan
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https://bpaper.cht.nhs.uk/public/papers/1132/appendix/5b87e80404a158.02046795

Yorkshire and the Humber Local Health Resilience Partnership (LHRP)
Emergency Preparedness, Resilience and Response (EPRR) assurance 2018-2019

STATEMENT OF COMPLIANCE

Calderdale and Huddersfield NHS Foundation Trust has undertaken a self-assessment against
required areas of the EPRR Core standards self-assessment tool v1.0

Where areas require further action, Calderdale and Huddersfield NHS Foundation Trust will meet
with the LHRP to review the attached core standards, associated improvement plan and to agree
a process ensuring non-compliant standards are regularly monitored until an agreed level of
compliance is reached.

Following self-assessment, the organisation has been assigned as an EPRR assurance rating of
Substantial (from the four options in the table below) against the core standards.

Overall EPRR Criteria
assurance rating
Fully The organisation is 100% compliant with all core standards

they are expected to achieve.

The organisation’s Board has agreed with this position
statement.

Substantial The organisation is 89-39% compliant with the core standards
they are expected to achieve.

For each non-compliant core standard, the organisation’s
Board has agreed an action plan to meet compliance within
the next 12 months.

Partial The organisation is 77-88% compliant with the core standards
they are expected to achieve.

For each non-compliant core standard, the organisation’s
Board has agreed an action plan to meet compliance within
the next 12 months.

Non-compliant The organisation compliant with 76% or less of the core
standards the organisation is expected to achieve.

For each non-compliant core standard, the organisation’s
Board has agreed an action plan to meet compliance within
the next 12 months.

The action plans will be monitored on a quarterly basis to
demonstrate progress towards compliance.

| confirm that the above level of compliance with the core standards has been agreed by the
organisation’s board / governing body along with the enclosed action plan and governance deep
dive responses.

Signed by the organisation’s Accountable Emergency Officer

Date signed

Date of Board/governing body Date presented at Public Board Date published in organisations
meeting Annual Report



Please select type of organisation: [ Acute Providers |

Total .
Core Standards standards | Fully compli Parhglly complia Overall assessment: Substantially compliant
) compliant
applicable
6 0
0

Governance 6 0

Duty to risk assess 2 2 0

Duty to maintain plans 14 9 1 4

Command and control 2 2 0 0

Training and exercising 3 3 0 0

Response 7 7 0 0 Instructions:

Warning and informing 3 3 0 0 Step 1: Select the type of organisation from the drop-down at the top of this page

Cooperation 4 4 0 0 Step 2: Complete the Self-Assessment RAG in the 'EPRR Core Standards' tab

Business Continuity 9 8 1 0 Step 3: Complete the Self-Assessment RAG in the 'Deep dive' tab

CBRN 14 13 1 0 Step 4: Ambulance providers only: Complete the Self-Assessment in the 'Interoperable capabilities' tab
3 4

Total

64 57
Total Partiall
Deep Dive standards  [Fully compliant Y Non compliant
) compliant
applicable
4 0 4 0
0 4 0

Step 5: Click the 'Produce Action Plan' button below

Incident Coordination Centres
Command structures
Total 8 0 8 0



Ref |Domain

1

2

Governance.

Governance.

Governance.

Governance.

Governance.

Governance.

Duty o risk assess

Duty to risk assess

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Standard

Appointed AEO.

EPRR Policy Statement

EPRR board reports

EPRR work programme

EPRR Resource.

Continuous improvement
process

Risk assessment

Risk Management

Collaborative planning

Critical incident

Major incident

Heatwave

Cold weather

Pandemic influenza

Infectious disease.

h: ted an

responsible rgency Preparedness Resil 1d Resp ) This
individual should be a board level director, and have the appropriate authory,
resources and budget 1o direct the EPRR portiolio.

Anom-xecutve bosd mamber, of sutabe llemathe stauld be entied 10
sunnor them in this
Tho erganisaon has an overarching EPRR palcy staamont

“This should take into account the organisation’s:
+ Business objectives and processes

« Key suppliers and contractual arrangements

« Risk assessmen(s)

« Functions and / or organisation, structural and staff changes.

“The policy should
“The Chief
ensures that
provico EPRR reparts 0 tho Board | Govering Body, o 1o foquenty than
annually

/ Clinical Gmup

‘These reports should be taken 1o a public board, and as a minimur, include an
overview on
 training and exercises undertaken by the organisation
« business continuity, critcal incidents and major incidents
«the organisation's postion in relation to the NHS England EPRR assurance
process.

e organialon has an annual EPRR work rogramme, fnfomed by essons

« autcomes from assurance rocessas.
‘The Board | Governing Body is satisfied that the organisation has suficient and
epproprate resutc,proporinae o 1 s o ensure an uly dischargo s
EPRR dut

‘The organisation has clearly defined processes for capturing learning from incidents.
and exercises (o inform the development of future EPRR arrangements.

has a process in tisks to the
population it serves. This process should consider community and national sk
registers.

The organisation has a robust method of reporting, recording, monitoring and
escalating EPRR risks.

Plans have been developed in collaboration with partners and b

Acute
Providers.

Evidence - examples listed below

ensure the whole patient pathway is considered.

In line with current guidance and legisiation, the organisation has effective
arrangements in place to respond 1o a criical incident (as per the EPRR
)

In line with current guidance and legisiation, the organisation has effective
arrangements in place to respond to a major incident (as per the EPRR
Framework)

In line with current guidance and legislation, the organisation has effective
s in place to respond heat wave on the population the
organisation serves and its staff.

In line with current guidance and legisiation, the organisation has effeci
arangements i placa 1 raspond 1 he Impacis f show and cold weather (vol
internal business continuity) on the population the organisation serves.

Infine i curent gidance and legiito, he organisation has efeive

iy Register.

In line with current guidance and legisiation, the organisation has effective
arrangements in place to respond to an infectious disease outbreak within the
organisation or the communily it serves, covering a range of diseases including Viral

ic Fever. These arrangements should be made in conjunction with
Infection Control teams; including supply of adequate FFP3.

Officer (AEO) « Name and role of appointed individual
Y
Evidence of an up to date EPRR policy statement that includes:
+ Resourcing commitment
« Access to funds
. 9. . Training, Exercising
Y etc.
« Public Board mesting minu
; Evdonco o prosntng the el of he annul EPRR assuranca process to the
Public Boar
Y
. within the EPRR policy
« Annual work plan
Y
PR Py ot rescurs equos ol EPRR funcens poly hs boen
sgned offy thecrgaiason's B
« Assessment of ole / resources
Y * Role description of EPRR Staff
« Organisation structure chart
+ Internal Governance process chart including EPRR group
“Pr within the EPRR policy
Y
« Evidence that EPRR risks are regularly considered and recorded
 Evdence it EPRR ks aereprsented and reorded on the argnisatons
corporate risk reg|
Y
. /s EPRR policy document
Y
with as partof the planning process are demonstrable in
planmng arrangements
Y
rangements shoud b
« current
it curent natos uidance
e i ik o
Y « tested regularly
~Soned ot by the appropriate mechanism
« shared appropriately wih those required to use them
outine sny equipment equirements
- ciline anv staff trainina rec
Arrangements should be:
«current
e withcuront natonl guidance
«in ine with risk assesst
Y «tested regulari
- signed off by the appropriate mechanism
« shared appropriately with those fequired to use them
« outline any equipment requirements
« ciline anv staff rainin reaui
Arrangements should be:
«current
e withcuront natonl guidance
«in line with risk assessr
Y «tested regulari
- signed off by the appropriate mechanism
« shared appropriately with those fequired to use them
outine sny equipment equirements
- ciline anv staff trainina rec
Angements shod e
e withcurent natonal uidanco
Jinne i, nik assessme
Y  tested reg.
o ity e appropriate mechanism
« shared appropriately wih those fequired to use them
outine sny equipment equirements
- ciline anv staff rainina recy
Arangements should be:
in the «current
e withcuront natonl guidance
«in ine with risk assesst
Y «tested regulari
«signed off by the appropriate mechanism
« shared appropriately with those required to use them
« outline any equipment requirements
- ciline anv staff rainin reu
Arrangements should be:
«current
«inline with current national guidance
«in ine with risk assessment
Y «tested regularly

«signed off by the appropriate mechanism
« shared appropriately with those required to use them
outine sny squipment equiraments

- iline any staff rainin reau

Self assessment RAG

ompliant with core standard. In ine with the organisation’s EPRR work
programme, compliance will not be reached within the nex! 12 months.

Amber = Not comp! ih core standard. The organisation’s EPRR work
gramme demonsirates evidence of progress and an action plan o achieve full
compliance within the next 12 months.

Green = Fully compliant with core standard,

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant,

Fully compliant,

Fully compliant,

Fully compliant

Fully compliant

Non compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Action to be taken

. wite plan,

Reviewed plan in process - Aug 2018

lan Kilroy - Resilience Management

lan Kilroy - Resilience Management

lan Kilroy - Resilience Management

lan Kilroy - Resilience Management

lan Kilroy - Resilience Management

lan Kilroy - Resilience Management

lan Kilroy - Resilience Management

lan Kilroy - Resilience Management

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

NA

NiA

NiA

NiA

NA

NA

NA

NiA

NiA

Jul-19

NA

NA

NA

NA

NA

Timescale

Comments (including organisational

evidence)

Director of Performance, Planning & Estates & Facilies
is currently AEO. From 1 Sep 2018 that role will transfer
o Chief Operating Officer. The Non Executive Director
is nominated and involved from May 2018

The EPRR strategy embraces the policy statements.

The Resilience & Security Final Report had been
shared wilh the appropariate Health & Safety
Commitee and forwarded to the Execulive Directors.
Board

‘The Annual work programme for EPRR has been
agreed. The On Call Management principles have been
agreed to embrace raining, exercises and plans

Resilience and Security Manager roles agreed with the
Trust. Resiience & Securily Support Officer is agreed
withe Trust. Job descriptions included. Organisational
structure included. Terms of reference for the Securlty
and Resilience Governance Group included.

The Security & Resilience Governance Group will
capture, share and change responses 1o incidents.
Adtionally, provious exercises that have been
completed follow a report that s shared interally with
Divisional Boards. The internal web page for
EPRRIBCMSecurity Risk Management also capture
lessons learnt in the final reports that are added to
Trust staff.

The Estates & Facilties Quality Safety Board capture
associated fisks relevant to EPRR. Seperately, the risk
management approacg, which has been esigned by
THIS colleagues to cover all NHS England EPRR Core
Standards and updated by Resilience Management
Team

The CHFT has a risk management strategy. Risk &
Quality Board meet regularly. DATIX s the current
incident records system in place. Security & Resilience
Governance Group westigate and updates
DATIX

Intemaland axemal pariors o ngaged i the
s 10 testing, exercising, reviewing and
implomonting changos o plans

Reviewed and written. Exercised within PHE Emergo.
Mohawk, CTSA Argus

Reviewed and implemented during Jun-Jul 2018

Reviewed and connected to Winter plam exewrfcises.

Reviewed

Reviewed by Infectious Prevention Team
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Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Duty to maintain plans

Command and control

Command and control

Training and exercising

Training and exercising

Training and exercising

Response.

Response

Response

Response

Response

Mass Countermeasures

Mass Casualty - surge

Mass Casualty - patient
identification

‘Shelter and evacuation

Lockdown

Protected individuals

Excess death planning

©n call mechanism

Trained on call staff

EPRR Training

EPRR exercising and testing
programme

Strategic and tactical
responder training

Incident Co-ordination Centre
(icc)

Access to planning
arrangements

Management o business

Loggist

Situation Reports

Inline withcutent gidance and logiiato, he rganisaton s cffecive

place including th
arrangement ©on miseaton, reception and distribution, eg mass prophylaxis or
mass vaccination.

There may be a providers, Communi 3 -
Mental Hoalth and Primary Care senvices o develop Mass Countermeasoro

distribution arrangements. These wil be dependant on the incident, and as such

requested at the fime.

CCGs may be required to commission new services dependant on the incident.

In line with current guidance and legisiation, the organisation has effective
arrangements in place 1o respond to mass casualties. For an acute recelving
hospital this should incorporate arrangements 1o increase capacity by 10% in 6
hours and 20% in 12 hours.

Arrangements should be:
e it camsct sl g

«in line with risk assessmer

+ tested regular

« signed off by the appropriate mechanism

« shared appropriately with those required to use them
« outline any equipment requirements

« outline any staff training required

Arrangements should be:
«current

e it camsct sl g
«in line with risk assessm

hard copies

Y -tested reguiarly
 signed off by the appropriate mechanism
~shared appropriatey wilh those required o use them
 outline any equipment requirements
< cutline any staf oinions ot
o em for Arangements should be:
net sl o sy ss Casualy ncidont. b dealy i ~current
should be suitable and sin +inln wihcurent nsona uidence
nique paton doniicaton numbe and caplure patont sex +in ine with rsk asses:
Y -tosted requla
 signed off by the appropriate mechanism
~shared appropriatey wilh those required o use them
~ outline any equipment requirements
< cutline any staf ainines o
In ine with current guidance and legisiaton, the organisation has effecive Arangements should be:
arrangements n place to place to shelter and / or evacuate patients, staff ~current
visitors. This should include arrangements to perform a whole site shelter and / or +inln wihcurent nsona uidence
evacuaton. +in ine with rsk asses:
Y -tested regularly
 signed off by the appropriate mechanism
~shared appropriatey wilh those required o use them
+tineany exupmont egusoments
< cutline any stat e
In ine with current guidance and legislaton, the organisation has effecive Arangemonts should be
arrangements n place safely manage sie access and egress of patents, staff and ~current
visitors to and f This +inln wihcurent ndona uidance
of access / egress that focuses on the protection o crifcal areas +in ine with rsk assesst
Y -tested regularly
 signed off by the appropriate mechanism
~shared appropriatey wilh those required o use them
~outline any equipment requirements
< cutline 2y staf ainions ot
In ine with current guidance and legisiaton, the organisation has effec Arangements should be:
arangemonts inplaca 1 respond 1 manago protected ndviduals’ mclucing VIPs, ~current
high profile patients and vistors o the sit. +inln wihcurent nsona uidance
+in ine with rsk asses:
A * tested regular
~signed off by the appropriate mechanism
~shared appropriatey wilh those required o use them
~outline any equipment requirements
< cutline any staf aininesron
Orgmeston e contted o ndunrtarde o o gy Arrangements should be:
, including mortuar ~current
<1 i curent ntona uidance
+in line with rsk assossm
A * tested regularly
~signed off by the appropriate mechanism
~shared appropriatey wilh those required o use them
+tingany oupmonteusoments
< cutline 3y staf frinio oo
Aresiient and dedicated EPRR on call mechanism in place 24 /7 to receive P i the EPRR p
rotfcaions kg o busnss Gl ncidets, s ncdnts s mfr +On call Standards and expecations are sof out
inciden ¥ include 24 hour arrangements for alerting managers and othor key staf
“Ths should provida the faciity to respond or escalat noffications to an executive
Ievel
On call staf are trained and competent o perform thei ole, and are in & posiion of +Process explicily described within the EPRR policy statement
delegated authoriy on behalf on the Chief Execuive Offcer / Clinical
Commissioning Group Accountable Offcer.
The identifed individual:
+ Should be trained according to the NHS England EPRR competencies (National
Occupational Standards) Y
~Can 8 cial, maj has
occurred
~Has a specifc process (o adopt during the decision makin
15 aware who should be consulted and informed during decision making
+Should ensure appropriate records are maintained throughout.
The organisation carres out raining in ine ith a training needs analyss to ensure Processaplly dectied i e EPRR iy satame
staf re competent i thei ole; training records are kep! to demonsirate this. +Evidence of a training needs analysis
Y Tianing records for ol e on 6 and those perorming a le it the 16G
+Training materals
- Fuence of nersonal esinin and exercising notflios for kev saff
The organisation has an exercising and tesiing programme {o safly test major +Exercising Schedule
incident, crilcal incident and business continuity response arrangements ~Euidence of post exercise reports and embedding leaming
Organisations should meet the fllowing exercising and testing requiremens
~a sixmonthly communicatons test
~annual table top exercise
live exercise at least once every three years
~command pos! exercise every three years. .
The exercising programme must:
~idenify exercises relevant to local risks
+ meet the needs of the organisaion type and siakehalders
~ensure waming and informing arangements are effectv.
Lessons identified must be caplured, recorded and acted upon as part of
continuous improvement
‘Stategic and tactical responders must maintain a conlinuous personal development +Training records
portflio demonstraling training in accordance with the National Occupational ~Evidence of personal raining and exercising portfolos forkey staff
Standards, and | or incident  exercise participation Y
The organisation has a preideniifed an Incident Co-ordinaton Centre (1CC) and ~ Documented processes for establishing an I0C
alternative fal-back location +Naps and i
+Atesting schedule
Boin be tested and exercised for purpose, Y -Aaining schedule
and supported with documentaton fo s acivation and operation. «Pre identied roles and responsiiltes, with action card
 Demonsiraton 166 ot feliontf 06 of e, ncluing
telecommunicaions. and external hazards
hard copies of il at [ i 3
ol tmes. Sttt Shoul b aware of shre hey re Sred hey Shoutd be cadly ¥
accessile
of .8
husiness continuity incidents Y
The organisation has 24 hour access to a raied loggsi(s) (o ensure decisions are +Documented processes for accessing and ulising loggists
recorded during business continity incidents, crical incidents and major ncidents. +Training records
Y
e crganisatonhas processes i plac o receiing. complting, authrking and + Documented processes for completing, signing off and submiting SitReps.
{Reps) and briefings during business Y -Evidence of testing and exercising

e s o

Non compliant

Non compliant

Non compliant

Fully compliant,

Fully compliant,

Fully compliant,

artally compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant,

Fully compliant

Fully compliant

Fully compliant

Fully compliant

, write plan, . effected.

Gather information, write plan, implement changes to services effected

. wite plan, Sfected

eforncident lan doos holdnformaton However, separtincident response pon
requires revi

Review of current position required

Training Syllabus Programme to be agread

To be developed. Inial training captured

Needs review

Needs review

{an Kiroy - Resience Manager Ju19
Jan Kifoy - Resfence Manager 19
Jan Kifoy - Reslence Manager 19
Jan Kifoy - Reslence Manager NA
Jan Kifoy - Reslence Manager NA

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

Bev Walker - Director in Urgent Care &

Resilience Management Team A
Bev Walker - Droctr i Urgrt Care &

NA
Resilience Management Tear
tan Kirtoy - Resiience Manager NA
tan Kirtoy - Resiience Manager NA
tan Kirtoy - Resiience Manager NA
lan Kiroy - Resilence Manager
tan Kirtoy - Resiience Manager NA
tan Kiroy - Reslience Manger NA
tan Kirtoy - Resiience Manager NA
tan Kirtoy - Resiience Manager NA

Jul-19.

Jul

19

Jul-1g.

Exercise Mohawk demonsirated engagement.
Learning Mass Casualty/Counter Twerrorism/ Faalies
implemented

Exercise Mohawk demonstrated engagement. E-
Learning Mass Casualty/Counter Twerrorism/ Fataliies
implemented. Additionally, OPEL Plan being reviewed.

Exercise Mohawk demonstrated engagement. E-
Learning Mass Casualty/Counter Twerorism/ Fataliles
implemented

Evacuation Plan written. Estates and Facilties BCM
Exercise evidence shelter con

Lockdown plan writen. Exercied through BCM TTE

Exercise Mohawk demonstrated engagement. E-
Learning Mass Casualty/Counter Twerrorism/ Fataliles
implemented. Additionally, OPEL Plan being reviewed.

Exercise Mohawk demonstrated engagement. E-
Leaming Mass Casualy Counter Twerrorsm Falltes
implemented. Addiionally, OPEL Plan being reviewed.

Director of Urgent Care developed training strategy. On
suc

availablo. Internal web site doveloped

On Call Management approach reviewed. SLIC
implemented, Strategc, Tactical & Operational
Guidance booklets designed. JESIP aide memoirs
avallable. Internal web sie developed. E-Leaming

kages of Major/Critcal Incidents, BCM and
Command/Control structures

Progressed

Implemented internal Table Top/Simulation Based
Exercises including Winter, Argus, FSS, Communtty,
TruMed, E8F, Medical Wards, Surgey, WOD,
Patho,ogy, Radiology, THISX2, EPR

Stratgic and Tactical Handbmks designed and issued
to On Call Management Grou

Current ICC at HRI and CRH available for usage. Bofth
sites require review. Deep dive

Position present

CHFT have Resilience Management Team PHE Loggist
Trainers x2. Training package needs agreement wih
On Call and Incident Response facilties. WY Audit
supports development of roles. Sessions been agreed.
Staffto be identified and training agreed in next 12
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Response

Response

Warning and informing

Warning and informing

Warning and informing

Cooperation

Cooperation

Cooperation

Cooperation

Business Continuity

Business Continuity.

Business Continuity

Business Continuity

Business Continuity

Business Continuity

Business Continuity

Business Confinuity.

Business Confinuity.

cBRN

Access (o Cinical Guidance

for Major Incidents'

Access to ‘CBRN incident:

Clinical Management and
taction®

Communication with partners.
and stakeholders.

‘Warning and informing

Media strategy

LRHP attendance

LRF/ BRF attendance

Mutual aid arrangements.

Information sharing

BC policy statement

BCMS scope and objectives

Business Impact Assessment

Data Protection and Security
Taolkit

Business Continuity Plans.

BCMS monitoring and
evaluation
BC audit

BCMS continuous
improvement process.

Assurance of commissioned
providers / suppliers BCPs

Telephony advice for CBRN

Emergency Dapatment ol e 20265 1 e NHSE il Guldanis or el
Incidents’ handb

Clinical staff have access (o the PHE 'CBRN incident: Clinical Management and
health protection’ guidance.

‘The organisation has arrangements to communicate with partners and stakeholder
organisations during and after a major incident, criical incident or business
continuity incident,

“The organisation has processes for waning and informing the public and staf
during major incidents, critcal incidents or business continuity incidents.

has a media strate with the public.
“This includes identification of and access to a trained media spokespeople able to
represent the organisation o the media at all times.

attends (noless
o 75%) of Local Health Fesiines Parireniy (LHRP) mesings b annum

The organisation participates in, contributes o or is adequately represented at Local
Resilience Forum (LRF) or Borough Resilience Forum (BRF), demonstrating
engagement and co-operation with other responders.

The organisation has agreed mutual aid arrangements in place outining the
process for requesting, co-ordinating and maintaining resource eg staff, equipment,
services and supplies.

‘These amangements may be formal and should include the process for requesting
Miltary Aid to Civil Authorities (MACA)

The organisation has an agreed prolocol(s) for sharing appropriate information with
stakeholders.

Guidance is available to appropriate staff sither electronically or hard copies.

Guidance is available to appropriate staff ether electronically or hard copies.

. place
+ Social Media Policy specifying advice to staff on appropriate use of personal sacial
is in incident

« Using lessons identifed from previous major incidents to inform the development of
future incident response communications

+ Having a systematic process for tracking information flows and logging information
st s eig able o dee vt ke requests o ifrmt 5 ot

normal business proces

g abi 1o damensirate that publication ofplans and assessments is part o a
joined-up communications strategy and partof your organisation's warning and
nforming work

. ts in place
+ Be able to demonstrate consideration of target audience when publishing materials
(ecluing it publc nd alhersgences)

he public mpower tohelp.
mamsl\wi inan Imalglm:y in away which cumphmams the response of
responder
g lossons drifed from provious major ncdonts tonform the development of
future incident response communications
+ Seting up protocols with the media for warning and informing

. ts in placs
« Using lessons identiied from previous major incidents to inform the development of
future incident response communications

+ Seting up protocols with the media for warning and informin

« Having an agreed media strategy which identifies and trains key staff in dealing
with the media including nominating spokespeople and 'talking heads'

« Minutes of meetings

« Minutes of meetings

+Detalad documsntal o1 he procss for s, fcehing and maneging
mutual aid req
TSigned mutea ot agreements where appropriate

« Documented and signed information sharing protocol
« Evidence relevant guidance has been considered, e.g. Freedom of Information Act
2000, Genera D Prtection Reguiaton an the Ol Contingences Act 2004 cuty
io communiaie wih he

has in place a of intent
Confinity Mananement Sustem (RCMS)

“The organisation has established the scope and objectives of the BCMS, specifying
the risk management process and how this will be documented.

“The organisation annually assesses and documents the impact of disruption (o its
servicos through Business Impact Analysis(s).

ton's IT department the Data Protection
o Semares Toolks o a anos 3t

bl = atomen of i that they will undertake BC - Policy.
Powil

SCMS should dea

. Scwe ©.9. key products and senvices within the scope and exclusions from the

L hectves o the systam
 Tho roquramont o undortake BG 0.9 Stautory. Roguiatory and contacua dues
etencies and

autnorics
+ The risk management processes for the organisation i.6. how risk will be assessed
ond documented o sk Rogilr o acceptable v of ik and sk e
and monitoring proces
“Rosourcs roquroments
Communteatons statogy i ll taf to ensure thoy aro awar of hof rles
« Stakeholders

'Documented process on how BIA will be conducted, including:
« the method to be used
«the frequency of review
 how theinfomaon vl b vsad 1 o laning
sed to support.
Statement o compliance

ablish
icidonts. Dotaing o il espond, recovar and manage o sonices qurng
disruptions

+ people

. mnmamn and data

 Sippllrs and cotracors
«IT and infrastructure

These plans will be updated regularly (at a minimum annually), or following
organisational change.

The organisation's BCMS is monitored, measured and evaluated against the Key
Performance Indicators. Reports on these and the outcome of any exercises, and
Status of any corrective action are annually reported to the board

“The organisation has a process for internal audit, and outcomes are included in the
report to the board.

There is a process in place to assess and take corrective action (0 ensure continual
improvement 1o the BCMS.

The organisation has in place a system to assess the business continuity plans of
commissioned providers or suppliers; and are assured that these providers
arrangements work with their own.

Staff o telephone advice for managing in CBRN
ex00sure incidents.

it as a minimum the BCP checkist is covered by the.
various plans of the mgamsa\uz

+ EPRR policy document or stand alone Business continuity policy.
+ Board papers

+ EPRR policy document or stand alone Business continuity policy.
+ Board papers

« Audit reports

+ EPRR policy document or stand alone Business continuity policy.
+ Board papers

« Action oians

+ EPRR policy document or stand alone Business continuity policy.
« Provider/supplier assurance framewor

« Provider/supplier business continuity arrangements

S ae awaro of e number ] roces o gain acess 1o a0vce raugh
appropriate planning arranaement

Fully compliant,

Fully compliant

Fully compliant

Fully compliant

Fully compliant,

Fully compliant

Fully compliant

Fully compliant,

Fully compliant,

Fully compliant

Fully compliant

Fully compliant,

Fully compliant

Fully compliant,

Fully compliant,

Fully compliant,

Fully compliant

Fully compliant,

To be reviewed

To be reviewed

To be reviewed and continued

To be reviewed and continued

To reviewed and continued

lan Kilroy - Resilience Manager

an Kilroy - Resilience Manager

Victoria Pickles - Company Secretary

Victoria Pickles - Company Secretary

Victoria Pickles - Company Secretary

Lesley Hil

Lesley Hil

lan Kilroy - Resilience Manager

Lesley Hil

an Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

T Security Manager, THIS

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

lan Kilroy - Resilience Manager

an Kilroy - Resilience Manager

an Kilroy - Resilience Manger

lan Kilroy - Resilience Manager

NA

NA

NiA

NiA

Accessible on EPRR internal web site

Accessible on EPRR internal web site

Evidence with connection with Kirklees and Calderdale
Group. Equally connect with Greater Huddersfield
and Calderdale CCG. WYAT s additionally presnet.

Communications Stragey agreed.

Commuincations Team lead assistance

Resilience Manager recognised attendance and wil
priorlies attendance. AEO (o be changed in Sep 2018,
Agreements for attendance at the mestings are
identiied as essential functons.

AEO to be changed in Sep 2018, Agreements for
attendance at the meetings are identified s essential
funcli

BCM Policy agreed

Table Top and Simulation Based Exercises completed.

Database and Internal web page developed

Information available

Muliple improvements made. Evidenbace available.

Evalaution reports available

Internal Audits completed

Improvements evidence available



Evidence of:
+ command and control structures.

dedicated annex).
« procedures for activating staif and equipment

pre-determined decontamination locations and access 1o faciites
contaminated patients and

s in line with the latest guidance
. \nmmb\lﬁy with other relevant agencies
« plan to maintain a cordon / access control
« arrangements for staff contamination
« plans for the management of hazardous waste
sancown proceciaee inckuceg it and e procamsof oy nd
returning to (new) normal
y personnel and ag

HAZMAT Plan agreed, YAS Audit improved. PRPS

Rotas of appropriately trained staff avaiability 24 /7

menage slf presenting ptiens (minimufou pe hour) 24 hours 3 day 7 days &

Completed equipment inventories; including completion date

patients and protection of staff. There is an acurate inventory of equipment
required for decontaminating patients.

« Acute providers - see Equipment checklist:
hitps://www.england.nhs.uklourwork/eprrihmi

ity,
aration for Incidents Involing Hazardous Materials - Guidance for Primary and
Community Care Facilties' (NHS London, 2011) (found at:
hs.ukl_:
gudance-orprimary.and- community-care.pdf)
ial Operating Response (IOR) DVD and other materal:
hmv Jiwwrw jesip.0rg uklwhat-willjesip-dolftraining/

f PRPS (sealed and i Completed equipment inventories; including completion date

e

« RAM GENE (radiation monitor)
« Other decontamination equipment.

individual

[ i i i the Completed PPM, including date completed, and by whom
maintenance, repair, calibration and replacement of out of date decontamination

equipment for:
+Suits

+Tents

« Pump
+ RAM GENE (radiaton monkee)

Trero e ro hects disposal srangements i piacafor PPE o longer reired, o8
indicatect by manufacturer | <

Organisational policy

Th curont HAZMAT / GBRN Do
to deliver HAZMAT / CBRN training

Evidence training utiises advice within:

Internal training is based upon current good pracice and uses material that has
L iate. Training i

and decontamination.  niial O

iicep goncamng!

« Arange of staffroles are trained in decontamination techniques
 Lesd dentfed for g

- Fstalished sustam for refrasher trainine
Mai CPD records

suppor ts staff HAZMAT/ CBRN training programme.

Evidence training utiises advice within:

Y
spread of the contaminant. « Iniial Operating
willjesip-doftraining/

« Community, Mental Health and

rop: Involving
Community Care Facities' (NHS London,